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TONG QUAT

Hién nay, danh tinh s6 da va dang duoc sir dung rong rii tai cac dich vu trong
nhicu linh vuc cua cudc song hang ngay, tur y t€, gido duc, thuong mai dién tir, do thi
thong minh cho t&i1 gidi tri, giao dich xa hoi,....

Hé thdng phuc vu cho viée thuc hién giao dich danh tinh s giita cac thuc thé
goi 14 hé théng dinh danh va xéc thuc dién tr (hé thong nhin dang). Muc dich cua
nhimg hé théng nhan dang 1 cho phép cac ngudi sir dung (thyc thé/ddi tugng) khong
c6 quan hé (khong biét nhau) trudc d6 tham gia vao cac giao dich tin cay. Trong hé
théng dinh danh va xac thuc dién tir, cac thudc tinh cta ngudi st dung duoc bén thi
ba tin dang cdy (c6 thé 1a mot hodc nhiéu co quan/to chirc) chimg thuc. Cac bén thu
ba nay phat hanh céc thong tin dinh danh dién tir va phuong thirc xac thyc gan véi
mot d6i trong. Ngudi dung co thé ding cac thong tin xac thuc tham gia vao cac giao
dich ma trong d6 cac ddi twong giao dich khac yéu cau nguoi dung ching minh danh
tinh (xac thuc dién tur).

Nhim quy dinh vé danh tinh dién tir, dinh danh dién tir, xac thuc dién tir; dich
vu xac thyc dién tir; quyén, nghia vu caa bén sir dung dich vu xéac thuc dién tir; trach
nhiém ctia co quan, to chtic, ca nhan c¢6 lién quan, Chinh phu di ban hanh Nghi dinh
s6 59/2022/NP-CP ngay 05/9/2022. Trong d6 tai khoan 2 Diéu 38 quy dinh vé trach
nhiém cta Ban Co yéu Chinh phu: “Hudng dan ap dung tiéu chuan, quy chuan ky
thuat mat ma dan su va st dung dich vu chung thuc chir ky sb chuyén dung Chinh
phu trong hoat dong dinh danh va xac thuc dién ti”. Trong hoat dong dinh danh va
xéac thyc dién tr, cac ky thuat mat ma dan su 13 mot trong cc yéu to rat quan trong.
Ap dung va sir dung diing cac k¥ thuat mat ma duoc dam bao gitp cho nang cao tinh
an toan, dg tin cay va hiéu suét hoat dong cua toan bo qua trinh dinh danh va xac thuc
dién tir. Vi vay, viéc dua ra cac quy dinh trong viéc st dung cac ky thuat mat ma
trong hoat dong dinh danh va xac thuc dién tir 13 rat quan trong va cép thiét trong tinh
hinh hién nay.



1 Sw can thiét xdy dung Danh muc tiéu chuin
1.1 Sé cir xay dung Danh muc tiéu chuén

— Thuc hién quy dinh tai diém a khoan 4 Diéu 52 Luat An toan thong tin
mang, Ban Co yéu Chinh phu giup Bo truong Bo Quoc phong “xdy dung, trmh cdp
¢6 tham quyén ban hanh van ban quy pham phdp ludt vé quan Iy mdt ma dén sw”.

— Thuc hién quy dinh tai khoan 1 Dleu 38 Nghi dinh s6 59/2022/ND-CP cua
Chinh phti vé Trach nhiém cta Ban Co yeu Chinh pht “Huwéng dan dp dung tieu
chudn, quy chudn ky thudt mdt ma dan sw va sir dung dich vu chitng thye chi ky sé
chuyén dung Chinh phu trong hoat dong dinh danh va xac thuc dién tw”.

— Thuc hién Quyét dinh sé 569/QD-BQP ngay 07 thang 02 nam 2024 cia B
truong Bo Qudc phong vé ban hanh Chuong trinh x8y dung van ban quy pham phap
luat nam 2024 cta Bo Qudc phong, Ban Co yeu Chinh phu xay dung dy thao Thong
tu quy dinh Danh muc tiéu chuan bat budc vé k¥ thuat mat ma ap dung cho thiét bi
HSM trong hoat dong dinh danh va xéc thuc dién ti

1.2 Tinh hinh thye tién vé hoat déng dinh danh va xéc thue dién tir
1.2.1 Tinh hinh chung trén thé giéi

Trén thé gidi, trong xu hudng sé hoa cia toan xi hoi, danh tinh sé (Digital
Identity/ID S6) dang ngay cang dugc nhiéu qudc gia cong nhan va dua vao st dung.
Uy ban Chau Au di cong bd dé xuat vé danh tinh sé cho tit ca cong dan Chau Au,
cho phép tét ca céc tai liéu chinh thirc duge luu trir va quan 1y théng qua vi ky thuat
s6. Mot vi du thyc té 13 Estonia, mot qudc gia chau Au nho véi khoang 1,3 triéu dan
thi 99% céc dich vu c6 thé duogc truy cap dién tir nhu: bo phiéu, md cong ty va tham
chi cap gidy khai sinh. Pang sau d6 1a mot hé sinh thai ID sé két ndi moi ngudi véi
céc co s& ndy. Tuy nhién, cong nghé nay khong chi 1am cho cudc séng cia cong dan
dé dang hon ma quéc gia nay da tiét kiém duoc 2% GDP bang cach chuyén sang
dung danh tinh s6. An D6 di trién khai hé théng ID sé qubc gia dugc goi 1a du an
Aadhaar. Ngoai viéc giam chi phi va nan quan liéu trong nudc, ID sé ciing ting
cudng bao mat bang cach thay thé cac tai liéu vat 1y - giup giam gian 1an, kém hiéu
qua va tham nhiing. Cong dan tré nén dé dang hon khi thué cac dich vu tu nhan, diéu
nay giup An D6 thu hut dau tu, ting canh tranh va din dén cac san pham dich vu t6t
hon véi gia thdp hon. Vao nim 2020, Chinh phu Uc théng béo viéc phat trién hé
thong ID sb sé& 1a trong tAm trong go6i ngan sach cong nghé tri gia 800 triéu USD.

Theo bao céo ciia Cong ty McKinsey, théng ké tai Brazil, Trung Qudc, Ethiopia,
An D9, Nigeria, Vuong quéc Anh va Hoa Ky chi ra rang cac qudc gia co thé dat duoc
gia tri kinh té twong duong tir 3% - 13% GDP vao nam 2030 tir viéc trién khai céc
chuong trinh dinh danh va xac thuc dién tir. O cac nén kinh té m&i ndi, chi riéng dinh
danh dién tir co ban c6 thé mé khoa 50% - 70% tiém nang kinh té véi gia sir ty 18 ting
dung khoang 70%. McKinsey du dodn, vao nim 2030, dinh danh dién tir c6 tiém
nang tao ra gia tri kinh té twong duong 6% GDP & cac nén kinh t&é méi noi va 3% ¢
cac nén kinh té da phat trién.



Mot sb khai niém co ban dang dugc cac nudce st dung trong linh vuc dinh danh
va xac thuc dién tu:

Danh tinh (Identity) 13 mot hodc nhiéu thudc tinh miéu ta duy nhat mot dbi
tuong/thuc thé trong mot ngir canh cu the.

Danh tinh s6 (Digital Identity) 12 danh tinh ctia mot thuc thé du chi tiét dé
phan biét thuc thé d6 trong mot ngit canh so.

Danh tinh s6 cua mot nguoi co thé bao g@)m nhiéu thudc tinh: dit lidu tiéu st
(nhu: tén, tudi, gidi tinh, dia chi,...), dit liéu sinh tric hoc (nhu: van tay, mong mit,)
cling nhu cac thudc tinh mé rong khac lién quan dén nhiing gi nguoi d6 1am hodc
diéu gi d6 ma ngudi khac biét vé ca nhan d6. Khi nhitng dit liéu nay dugc thu thap va
xac minh, chung c6 thé dugc sir dung dé xac dinh mot ngudi bang cach tra 10i cau hoi
"Ban 1a ai?". Céc thudc tinh ndy, ciing v&i thong tin xac thuc do nha cung cap dich vu
cép (nhu: s6 ID duy nhét, eDocument, eID, mobile ID), sau do6 ciling co thé duoc st
dung lam yéu t6 xac thuc dé tra 16i cdu hoi "Ban c6 phai 1a ngudi ma ban tuyén bd
khong?". Cac thudc tinh va yéu té xac thuc dugc sir dung trong danh tinh sé c6 thé
thay di tiry theo ngit canh hoic tiiy thudc mdi hé théng nhan dang.

Pinh danh (Identification) 14 qua trinh thiét 1ap, x4c dinh hodc cong nhan danh
tinh ciia mot d6i tuong.

Pinh danh dién tir (Electronic Identification) 13 qua trinh thiét lap, xac dinh
hoic cong nhan danh tinh s6 ctia mot dbi tuong.

Xic thue dién tir (Authentication) 13 qua trinh xac minh dién tir d6i v6i danh
tinh mot thuc thé. Thuc thé c6 thé nguoi st dung may tinh/dién thoai, 1a chinh may
tinh/dién thoai hoic 1a mot chuong trinh may tinh/img dung/thiét bi. Xéc thuc 1 cach
dam bao 13 ngudi st dung dang dinh thuc hién cac chirc ning cta hé thong ding that
1a nguoi str dung da duge cho quyén lam diéu do.

Vé co ban, hé théng dinh danh va xac thuc dién tir bao g@)m cac thanh phﬁn la:
Nguoi str dung (dau cudi); cac to chirc cung cdp danh tinh s6 (Identity Provider -
IdP); cac bén thir ba tin cdy (Authenticatioin Provider/Relying Party); cac to chirc
cung cép dich vu dién tr sit dung dich vu tur IdP, co quan quéan 1y nha nudc va nén
tang trao doi thudc tinh (chtrc ning). Trong do:

- Nguoi st dung (vi du: Citizen/EndUser/Device/Sensor/Terminal...): 1a ddi
tuong duoc hé théng cung cip danh tinh sé dé cho phép tham gia thyc hién cac trao
dbi/giao dich dién tu.

- T6 chtic cung cap danh tinh sé (ID Provider): 13 to chirc nam gitt cac thudc tinh
xac thyc cua nguoi su dung, cung cép dich vu thiét 1ap danh tinh sb, xac thuc danh
tinh nguoi dung va cac dich vu khac lién quan phuc vu giao dich dién ti. Vi du: Bo
Cong an, ngan hang, co quan bao hiém, cong ty vién thong, ...



- Bén tin twong (Service Provider): 1a cac t6 chirc, ca nhan chdp nhin ching
thue tir nha cung cip danh tinh vé danh tinh ngudi dung dé cho phép ngudi dung truy
cap, str dung dich vu caa ho. Vi du: co quan cung cip dich vu cong truc tuyén, ngan
hang ...

- Nén tang trao ddi thudc tinh: thuc hién viéc hoan thanh cac giao dich béng
cach doi sanh cac truy van nhan dang tir Bén tin tudng voi cac thudc tinh tir T6 chure
cung cap danh tinh, trao doi thudc tinh hodc bang chimg nhan dang.

- Co quan quan 1y nha nude 13 thanh phan thuc hién nhiéu vai tro, bao gém: co
quan thyuc hién viéc quan 1y danh tinh s6 (Provider), cung cdp dich vu nhén dang
(Service, Authentication-CA), giam sat hé thong va dua ra cac quy dinh phap 1y, tiéu
chuan/quy chuan cong nghé... cho hoat dong dinh danh va xac thyc dién tu.

Mot cach tong quan, trén thé gidi hién tai, hé thong dinh danh va x4c thyc dién
tir ¢6 thé bao gdm cac thanh phan chinh dugc quy dinh tai hinh 1:

Cong dan/
Nguai ding cudi
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1

Chirng thu sb

Hinh 1. Tong quan cdc thanh phan hé thong dinh danh va xdc thuc dién tir

Nhin chung, danh tinh s6, dinh danh va xéac thuc dién tir co vai tro hét st quan
trong cudc séng va 1a nén tang cua chuyén dbi s (CDS). Trudc mat, cac nudc bat
dau xay dung, trién khai hé thong dinh danh va x4c thuc dién tir thi tic dong dbi véi
tirng nhom d6i tugng s& nhu sau: Dbi véi co quan nha nude: Danh tinh s6 14 mot yéu
td quyét dinh cho viéc CBS céc dich vu cong cia chinh phu va 1a mot khdi nén tang
cho kinh té sd. Danh tinh s duoc trién khai chinh xac s& cung cdp su tin tuéng (niém
tin, sy tin cay) cho cac dich vu khi giao dich v6i nguoi dung, giam trung ldp gitia cac
co quan nha nudc, don gian hoa viéc trién khai cho cac nha cung cap dich vu, cu thé:

(i) Pam bao tinh sin sang cua cac dich vu cong truc tuyén (DVCTT) (24/7).
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(ii) Giam thiéu nhimg sai sét, gian 14n ctia con ngudi trong qua trinh thyc hién
xac thuc danh tinh.

(111) Nang cao hi¢u qua hoat dong cuia Chinh phu.

(iv) Gidm chi phi van hanh.

(v) Tang cuong tinh minh bach, trach nhiém giai trinh cia cdc co quan nha
nudc.

(vi) Cai thién cung cap dich vu.

(vii) Bam bao an toan.

(viii) Tao ra kha ning cho thuong mai, thanh toan quéc té.

Déi véi doanh nghiép:

(i) Cai thién chét luong dich vu theo hudng 14y khach hang 1am trung tim.

(ii) Pam bao an toan cho cac giao dich s, giam thiét hai cho cac doanh nghiép
tir cac vu gian 1an, trdm cap danh tinh.

(ii1)) M6 ra co hoi kinh doanh mdéi cho cac doanh nghié€p, dac biét trong linh vuc
tai chinh ngan hang.

(iv) Cat giam chi phi va thoi gian van hanh: cic doanh nghiép c6 thé giam chi
phi ma ho phai duy tri dé tiép can voi khach hang va xac thuc dinh danh cia khach
hang nhu giam nhan su, giam diém giao dich, giam gidy to va thoi gian can thiét dé
hoan thanh yéu cau ctia ngudi ding. ..

Déi v6i nguoi str dung dich vu (bao gdm co quan nha nudc, doanh nghiép va
nguoi dan, trong d6 ngudi dan la ddi tuong dugc hudng loi nhiéu nhét tir viéc xay
dung hé¢ thong dinh danh va x4c thyc dién tir thong qua nhiéu vai tro nhu: 1a cong dan
duoc bao dam quyén loi theo phap luit, 13 ngudi sé hiru danh tinh, 13 d6i trong quan
1y ctia cac chinh sach Phép luat va Nha nudc, 1a nguoi lao dong trong doanh nghiép
hodc co quan nha nudc, 1a khach hang...):

(i) Pugc dam bao an toan vé danh tinh. Puoc chu dong quan 1y, sir dung, cho
phép str dung céc dit liéu ca nhan ctia minh mot cach dé dang, hiéu qua.

(i) Gia ting mc d6 hai 1ong va huéng thu cac dich vu sb: ngudi dan va doanh
nghiép duogc trao quyén va chi dong hon trong viéc lua chon cach thire tiép cin
dich vu.

(111) Gia tang tinh thuén tién cta dich vu, tiét kiém chi phi thuc hi¢n dich vu.

1.2.2 Tinh hinh tai Viét Nam

Trong thdi gian qua, Pang va Nha nudc dd ¢6 nhiéu chu truong, chinh sach thic
day manh mé& viéc ung dung va phat trién cong nghé thong tin va truyén thong
(CNTT-TT) trong phat trién kinh té - x4 hoi, dic biét 1a tham gia cudc Cach mang
cong nghiép (CMCN) 4.0 va CDS nham phat trién kinh té s, chinh quyén dién tu,

10



tién t6i chinh quyén s6, xa hoi sb. Tai cac van ban quan trong nhu Nghi quyét sd
52- NQ/TW ngay 27/9/2019 cta Bo Chinh tri vé mot s6 chu truong, chinh sach chu
dong tham gia cuoc CMCN lan thir tu, Quyét dinh sé 749/QD-TTg ngay 6/3/2020
ctia Thi tudng Chinh phu phé duyét Chuong trinh CPS qudc gia dén nim 2025, dinh
huéng 2030, déu xac dinh danh tinh sb, dinh danh va xac thuc dién tir 1a yéu té nén
tang cho CDS.

Ngay 08/11/2021, Thu tuéng Chinh pha ban hanh Quyét dinh sé 34/2021/Qb-
TTg quy dinh vé dinh danh va xac thyc dién tir trén nén tang Co sé dir liéu quoc gia
vé dan cu, Co so dir lidu can cude cong dan va Co so dit liéu qudc gia vé xuit
nhap canh.

Viéc str dung dinh danh va xéc thue dién tr nhu di néu & phan trén mang lai rat
nhiéu lgi ich cho Chinh phu, Doanh nghiép va ca ngudi dan. Chinh phu ciing da co
nhung chinh sach rét cu thé va dﬁy nhanh viéc trién khai, ap dung hé théng dinh danh
va xac thuc dién tir. Ngay 05/09/2022, Chinh pha banh hanh Nghi dinh s
59/2022/ND-CP quy dinh vé dinh danh va xac thuc dién tir. Nghi dinh nay quy dinh
vé danh tinh dién tir, dinh danh dién tr, xac thuc dién t; dich vu xac thuc dién tu;
quyén, nghia vu cta bén sir dung dich vu xac thuc dién tir; trach nhiém cia co quan,
t chirc, ca nhan co lién quan. Nghi dinh nay ap dung dbi v6i co quan, to chirc, cong
dan Viét Nam; t6 chirc, c4 nhan nudce ngoai cu tri, hoat dong trén 1anh thd Viét Nam
lién quan dén dinh danh va xac thuc dién tr. Sau khi Nghi dinh nay duoc ban hanh va
c6 hiéu lyuc, cac co quan, t6 chtrc, c4 nhan co lién quan déu khan truong thuc hién dé
som dua viéc st dung dinh danh va xéc thuc dién tir vao trong cudc séng.

Nghi dinh quy dinh Ban Co yéu Chinh phu c6 trach nhiém:

1. Huéng dan 4p dung tiéu chuan, quy chuin k¥ thuat mat ma dan sy va st dung
dich vu chimg thuc chir ky sd chuyén diung Chinh phu trong hoat dong dinh danh va
xac thuc dién tu.

2. Chu tri, phéi hop véi Bo Cong an danh gia an toan mat ma dbi véi bén st
dung dich vu xac thyc dién tir.

3. Phéi hop v6i Bo Cong an bao dam an todn, bao mat thong tin st dung san
phém mat ma co yéu ddi voi hé théng dinh danh va xac thyc dién tur, st dung danh
tinh dién tor, tai khoan dinh danh dién tir trong viéc cung cdp dich vu chit ky sb
chuyén dung Chinh phu.

1.2.3 Két luan

Pé thyuc hién duge tét cac nhiém vu trén, Ban Co yéu Chinh phu can phai xay
dung va tham muu cac co quan c6 thAm quyén ban hanh cac Quy chuan ky thuét
quéc gia (QCVN), Tiéu chuan qudc gia (TCVN) vé k¥ thuat mat ma ap dung trong
hoat dong dinh danh va xac thyc dién tir. Trong d6 yéu cu phai dua ra dugc cac quy
dinh vé k¥ thudt mat ma dan sy ddm bao dugc tinh an toan, bao mat ddi voi toan bd
hé thdng ciing nhu timg thanh phan cu thé trong hé thdng, dién hinh nhu cic thanh
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phan quan trong bao gom: HSM, thiét bi bi luu trir gitr liéu dinh danh... Trong d6
thanh phan quan trong nhét va sir dung cac k¥ thuat mat ma trong hau hét cac hanh
d6ng chinh 1a thiét bi HSM (Hardware Security Module).

Hién nay, cac thiét bi HSM thuong mai hau hét do nudc ngoai san Xuat, va cac
thiét bi nay déu duge trang bi va hd tro dﬁy du céc cac ky thuat mat ma dé dam bao
duoc su twong thich va kha ning giai quyét tat ca cac truong hop xay ra. Nhung trong
cac k¥ thuat mat ma do bao g@)m ca thuit toan da bi tan cong va khong con dugc s
dung bai hau hét cac qudc gia trén thé gidi. Do vay viéc dua ra cac quy dinh vé cac
k¥ thuat mat ma duoc phép st dung cho thiét bi HSM sir dung trong dinh danh va xéac
thuc dién tir 1a diéu can sém duoc thuc hién.

2 Co sé tham chiéu cho viéc xiy dung Danh muc tiéu chuin
2.1 Hién trang chuin héa vé dinh danh va xic thue dién tir

Dé xay dung va phat trién hé théng dinh danh va xac thuc dién tir dugc hiéu
qua, cac qudc gia trén thé gidi dang bit dau cong viéc tao dung mdi trudng phap 1y
hay Khung danh tinh s6 qudc gia. Pay 1a viéc hét strc quan trong va cép thiét. Khung
danh tinh s6 quéc gia 14 tap hop cac chinh sach, quy dinh ciia phap luat; quy trinh, thi
tuc; tiéu chuan ky thuat; cong nghé va cac thanh phan khac dé xay dung, thiét 1ap moi
truong phat trién, st dung dinh danh s6 mot cach tin cdy trong cac hoat dong giao
dich dién tir. Khung Danh tinh s6 qudc gia s& 1am rd mot sd ndi dung quan trong
sau day:

- Mot 13, hinh thanh cic t6 chtc cung cip danh tinh s6 (IdP). Trong do,
Primary IdP 14 t6 chiic nguyén gdc, chinh yéu cung cép dich vy truc tiép tir co so dir
liéu (CSDL) qudc gia vé dan cu (CSDL vé CCCD) va Secondary IdP 1a to chirc thir
cap cung cap dich vu trén co s Primary ID, vi du nhu cic Nha mang di dong cung
cap danh tinh s6 (Digital ID) trén co s6 CSDL thué bao duoc thiét 1ap ban dau dua
trén thong tin nhan dang cd nhan la chimg minh nhan dan/cdn cudc cong dan
(CMND/CCCD).

- Hai 13, M6 hinh Danh tinh s6 qudc gia (National Digital Identity Scheme)
duoc xay dung theo huong mo hinh dinh danh lién hop (Federated Identification
Model). Dich vu tir cac IdP duoc tich hop va st dung rong rai boi cac to chirc cung
cap dich vu tryc tuyén thong qua hé thong National Digital Identity Exchange.

- Ba 1a, Digital Identity Framework s& tao moi truong cho Hé sinh thai vé
danh tinh sb phat trién (Digital Identity Ecosystem) véi cac thanh phan co ban 1a to
chirc cung cép danh tinh s6 (IdP), t6 chirc cung cap dir liéu thudc tinh (Attribute
Provider - AP), cac bén tin tudng (RP) va co quan quan ly nha nudc (Accreditation
Authority) thuc hién chtrc ning thAm dinh va cip phép dich vu cho cac IdP.

- Bén 14, phuong phap luan danh gid rai ro nhat quan dé xac dinh yéu cau vé
mirc do dam bao (LoA) cta cac dich vu truc tuyén, ciing nhu cta dich vu do IdP cung
cip va cac nguyén tic vé dam bao an toan thong tin ca nhan khi cung cép, chia sé
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thong tin danh tinh c4 nhan, t6 chirc theo huéng moi thong tin c4 nhan chi dugc chia
sé khi c6 su dong ¥ tudng minh cta nguoi ding.

Trong d6, ndi dung ban hanh céc tiéu chuan/quy chuan ky thuét 1a ndéi dung
quan trong trong hinh thanh Khung phap 1y danh tinh. Tuy nhién, viéc xay dung va
phat trién hé théng dinh danh va xac thuc dién tir trén thé gii da sb cac nude ciing
chi méi bat dau nén chua c6 nhiéu tiéu chuan/quy chuin (vé bao mat) chinh thirc cho
hé thong nay. Tai My, dya trén tinh than cta dao luat giao dich dién tir (The Uniform
Electronic Transactions Act -UETA) thi vién tiéu chuan céng nghé NIST ciing bat
dau ban hanh cac tiéu chuan cho hé théng dinh danh va xac thuc dién tr. Hién tai, cac
tai liéu dugc phan loai nhu NIST SP 800-63x (Digital Identity Guidelines ) cling
dang duoc xay dung va iy ¥ kién tir cac chuyén gia dé ban hanh thanh tiéu chuan
trong thoi gian toi.

Tai Chau Au, Quy dinh vé “Pinh danh, Xac thuc Dién tir va Dich vu Tin cay”-
eIDAS danh cho thi truong Chung Chau Au chinh thitc dugce cong nhan vao thang 9
nim 2018. Véi quy dinh méi ndy, cu dan va doanh nghiép tai Chau Au c6 thé sur
dung hé thdng dinh danh cip qudc gia dé xac thuc danh tinh khi truy cap dich vu
cong. Quy dinh eIDAS dugc ky vong sé& thay thé cho Chi thi vé Chit ky dién tir
1999/93/EC. eIDAS van dang duoc phat trién va cap nhat cho cac dich vu tuong lai,
vi du hinh sau 1a 10 trinh xay dung cdp nhat cho dich vu vi dién tir:Swedish Civil
Contingencies Agency, “File Encryption Protection Profile”, Version: 1.0, 04-7-2018.

Dong thai gian
Qz Q3

Khivi chay Thi diém (mot vai tredng hop)
1. Thi diém
Chuén bi théa thusn

Du thio ARF
2. Hop cong cu )
@ xultban ARF 30110
b |

Béu théu ciing khai Phét trién Vi Phét hanh va hd tro trién khai

3. Mua sam fir Vi

4. Cac quéc
gia thanh vién . - .
thwrc hién Trien khai Vi (chuan bi co =& ha tang)

13



T4 chirc phat hanh

PID Data
D liéu dinh danh dién tir

Chi ky dién tir da diéu
kién (QES)Con dau

Tin cay

Td chirc leu giik thng tin

cung cip
PID Data

Cung cap

— b
Chir ky dién tr du dieu kién

z : Yéu cau
i Vidién i 4
s PID Data

Thanh toan

Dura ra bang chimng

»

QEAA

EAA

Cung cap
Khoa Cong khai
-

Gidy phép PID, QES, QEAA, EAA

lai xe

Cung cap

ChiFng thwe di diéu kién
Cung cdp . Xac minh chi¥ ky s6
Yte

T chirc phat hanh

Chirng thirc khdng di
L va Ngwivi ding

dieu kién

5 o Danh sach tin cay
b s Thw muc Khoa cong khai

Té chirc xac minh
MNgéan hang

2.8 s
228 Cong an

@d Thuwrong mai

dién tl¥

Dich vu
hang khong

“ Nnan Knoa Cong khai
de de xac minh thdng tin

Hinh 2 — Phat trién dich vu vi dién tir trong hé théng dinh danh va

xdc thuc dién tu

2.2 Tinh hinh tiéu chuén héa tai Viét Nam
Quy chuin k¥ thuit quoc gia trong linh vae mit mi dan su
TT Ky hiéu Tén quy chuén Ghi chu
| QCVN 4 : Quy chudn k¥ thuat quic gia vé ma hoa dit | Ban hanh kém
2016/BQP liéu str dung trong linh vuc ngan hang theo Thong tu
) QCVN 5. Quy chuan k¥ thuat quc gia vé chit ky s6 sir 161/2016/TT-
2016/BQP dung trong linh vuc ngan hang BQP ngay
X 1~ 1A . x 111 21/10/2016
3 QCVN 6 : Quy chuan k¥ thuat quoc gia vé quan Iy khoa
2016/BQP str dung trong linh vuc ngan hang
Quy chuan k§y thuat quic gia vé& dic tinh ky | Ban hanh kém
QCVN 12 : thuat mat ma sir dung trong cac san pham | theo Théng tu
4 2022/B QP. mat ma dan su thudoc nhém san phém bao | 23/2022/TT-BQP
mat ludng IP str dung céng nghé IPsec va | ngay 04/4/2022
TLS
Quy chuan ky thuat quéc gia vé dic tinh | Pang lam cac tha
5 QCVN XX : ky thuat mat ma st dung trong cédc san | tuc ban hanh ndm
2023/BQP pham mat mad dan sy thuéc nhém san | 2023
pham bao mat dit liéu luu giir
Tiéu chuin ky thuit quoc gia trong linh viec mit ma din sw
TT Ky hiéu Tén tiéu chuin Ghi chi
1 TCVN Cong ngh¢ thong tin — Ky thuat mat ma
7635:2007 — Chit ky s6
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Phién ban moi

2 Ty i e i " "
' HatToan ma Gt 11367-3:2016
TCVN 7817- Cong ngh¢ thong tin — Ky thuat mat ma Phien ban -moi
31 1:2007 in 1§ khoa — Phan 1: Khung tong quat | "0o  ISOIEC
' quanty F RS TONE QUL 1 11770-3:2021
TCVN 7817- CoPg ?ghcr thong ;\tln - Ky tlzuaqt mat mil Phien ban moi
4 22007 quan ly khoa — Phan 2: Co ché st dung k¥ | nhat ISO/IEC
' thuat ddi xtimg 11770-2:2018
TCVN 7817- Coqng r{ghc_e ’thong t1£1 - Ky t’huat matA mfl Phien ban mébi
5 32007 quan ly khoa — Phan 3: Cac co ché su | nhat ISO/IEC
' dung k¥ thuat khong ddi xtng 11770-3:2021
TCVN 7817- Coqng I}ghe_:,thong tin - Ky thuilt mat n3a Phien ban moi
6 42007 quan 1y khoa — Phan 4: Co ché dua trén | nhat ISO/IEC
' bi mat yéu 11770-4:2017
TCVN 7818- C.ong nghé th01‘1g '[1.1‘1 - Ky t?uat mat ma Phien ban moi
7 1:2007 dich vu tem thoi gian — Phan 1: Khung | nhat ISO/IEC
' tong quat 18014-1:2008
TCVN 7818- Ciong nghé thor‘lg tl.n - Ky Ehuat mat 1’1’12: Ptilen ban moi
8 2007 dich vu tem thoi gian — Phan 2: Co ché | nhat ISO/IEC
) token doc lap 18014-2:2021
TCVN 7818- C.ong nghé th01‘1g '[1.1‘1 - Ky Ehuat mat mil Phien ban modi
9 32007 dich vy tem thoi gian — Phan 3: Co ché | nhat ISO/IEC
' tao thé lién két 18014-3:2009
1o | TEVN o 6, chu a5 08 o -t o
11295:2016 . )
ma
Cong nghé thong tin — Céc ky thuat an | Phién ban méi
11 ?SXE H367= 1 0an — Thudt todn mat ma — Phin 1:|nhét  ISO/IEC
' Tong quan 18033-1:2021
TCVN 11367- Cc‘mg ngh@Athorllg tnz - (Eac kyA thuat aAn
12 toan — Thuat toan mat ma — Phan 2: Mat
2:2016 X A
ma phi doi ximg
13 gg(\)fll\; 11367- Cong nghé thong tin — Céc ky thuat an

toan — Thu4t toan mat ma — Phan 3: Ma
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khoi

Cong nghé thong tin — Cac ki thuat an

14 TCVN 11367- toan — Thu4t toAn mat ma — Phan 4: Ma
4:2016 .
dong
15 TCVN 11816- | Cong nghé thong tin — Cac k¥ thuat an
1:2017 toan — Ham bam — Phan 1: Tong quan
TCVN 11816 Confg ngh? thong t:n — Ca(? k§ t{luat a}n toan
16 — Ham bam — Phan 2: Ham bam sur dung
2:2017 o Ar e
ma khoi n-bit.
TCVN 11816. Cc?ng ngh‘e tho?g tin — fiac ky Fhuatvan
17 toan — Ham bam — Phan 3: Ham bam
3:2017 .
chuyén dung
TCVN 11816 Cc?ng ngl‘le thf)ng tin N Cac k‘y thlfat 211:1
18 toan — Ham bam — Phan 4: Ham bam st
4:2017 x A
dung s6 hoc dong du
TCVN 11817 C(?ng nglrlc thong tin —;Cac kAy thuat; an
19 toan — Xac thuc thyc thé — Phan 1: Tong
1:2017
quan
Cong nghé thong tin — Cac ki thuat an
20 TCVN11817- toan — Xac thuc thuc thé — Phan 2: Co
2:2017 L, T S
ché sir dung thuat toan ma héda doéi xung
TCVN 11817- Cc?ng nghre thong tin — (Eac kykthuat an
21 32017 toan — Xac thuc thuc thé — Phan 1: Co
) ché sir dung k¥ thuat chir ky s6
TCVN 12214- C(?ng ngh~¢ t},lonxg t}n - Céc ky thua:}t an
22 toan - Chir ky s0 kém phu luc - Phan 1:
1:2018 2
Tong quan
TCVN 12214- Cc?ng nghf_: tl}onig t}n - Cac ky thue:}t an
23 toan - Chir ky s0 kém phu luc - Phan 2:
2:2018 , X . A1 A A
Céc co ché dua trén phan tich s6 nguyén
Cong nghé thong tin - Cac ky thuat an
T 12214- i ; :
24 CVN toan - Chir ky s6 kém phu lyuc - Phan 3:
3:2018 , ) n e
Cac co ché dua trén logarit ro1 rac
25 | TCVN 11367- Cong ngh¢ thong tin - Cac k¥ thudt an

toan - Thuat toan mat ma - Phan 5: Mat
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5:2018 ma dua trén dinh danh
Cong nghé thong tin - Cac ky thuat an
26 | LCVN toan - Yéu cau kiém thtr cho mé d
12211:2018 oe}n - éu cau kiém thu cho mé dun
mat ma
Cong nghé thong tin - Cac ky thuat an
57 | TCVN toan - Phuong phép kiém thir giam thiéu
12212:2018 céc 16p tan cong khong xam lan chéng
lai cac m6 dun mat ma
Cong nghé thong tin - Cac ky thuat an
2g | TEVN toan - Ché do hoat dong cho ma khoi
12213:2018 oan - Che d9 hoat dong cho ma khoi n-
bit
TCVN 12852- C0n~g ngtAm thf)ng :[m — K}: thua‘t an toan
29 — K¥ thuat mat ma dya trén duong cong
1:2020 e A 2
elliptic — Phan 1: Tong quan
Cong ngh¢ thong tin — Ky thuat an toan
30 TCVN 12852- | — K¥ thuat mat ma dya trén duong cong
5:2020 elliptic — Phan 5: Cac k¥ thuat tao
duong cong elliptic
31 TCVN Cong nghé thong tin — Ky thuat an toan
12853:2020 — B0 tao bit ngﬁu nhién
TCVN 12855- | Cong ngh¢ thong tin — Ky thuét an toan
32 |2:2020 — Lugc df) chir ky sd ¢6 kh@l phuc thong
di€p — Phan 2: Cac co ché dua trén phan
tich s6 nguyén
TCVN 12855- | Cong ngh¢ thong tin — Ky thuét an toan
33 | 3:2020 — Luoc (1‘6‘ chit ky s6 ¢co khfSi phuc thong
di€ép — Phan 3: Céac co ché dya trén bai
toan Logarit roi rac
s | TOTN 12834 e hang e -Phin 1. Tong
1:2020 ' e e Fone
quan
35 TCVN 12854- | Cong ngh¢ thong tin — K¥ thuat an toan
2:2020 — Mat ma hang nhe - Phan 2: Mi khéi
36 TCVN 12854- | Cong nghé thong tin — Ky thuét an toan
3:2020 — Mat ma hang nhe - Phan 3: Ma dong
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Cong nghé thong tin — Ky thuat an toan

TCVN 12854- \ .
37 — Mat ma hang nhe - Phan 4: Co ché st
4:2020 ~ A v aAr
dung k¥ thuat phi d6i xting
TCVN 11817- Cong nghé thong tlll’l — Iiy thuat an tAoar}
38 — Xac thuc thuc thé - Phan 4: Co ché st
4:2020 L1z Ay
dung ham ki€ém tra mat ma
Cong ngh¢ thong tin — K¥ thudt an toan
39 gg(\)lej) Hsl7-— Xac thuc thue thé - Phan 5: Co ché st
' dung k¥ thuat tri thirc khong
Cong ngh¢ thong tin — K¥ thudt an toan
40 TCVN 11817- — Xéc thyuc thue thé - Phan 6: Co ché st
6:2020 X e 1A s A
dung truyén dir liéu tha cong
41 TCVN Cong nghé thong tin — Céc ky thuat an
13175:2020 toan — Ma hoa ky
| Cong ngh¢ thong tin — Ky thuat an toan
42 TCVN 12854-5: 1 M4t ma hang nhe — Phan 5: Cac ham
2020 g
bam
43 TCVN Cong nghé thong tin — K¥ thuat an toan
13176:2020 — B0 tao s6 nguyén tb
Cong ngh¢ thong tin — Ky thuat an toan
TCVN . A o Ay m xR ,
44 — Cac thuat toan mat ma va ki€ém thur
13177:2020 \ . % \
phu hop cac co ché an toan
Cong nghé thong tin — K¥ thuat an toan
TCVN 7817- i \ :
45 — Quan ly khoa - Phan 5: Nhom quan ly
5:2020 )
khoa
| Cong ngh¢ thong tin — K¥ thuat an toan
46 TCVN 13178-1: ) - Xéc thue thuc thé 4n danh - Phén 1:
2020 2
Tong quan
Cong ngh¢ thong tin — K¥ thuat an toan
47 | TCVN 13178-2: | — Xic thyc thyc the an danh - Phan 2:
2020 Céc co ché dya trén chir ky str dung mot
nhom khoa cong khai
Cong ngh¢ thong tin — Ky thuat an toan
TCVN 13178-4: i " R
48 2020 — Xéc thyc thyc thé an danh - Phéan 4:

Cac co ché dua trén bi mat yéu
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Cong nghé thong tin — Cac ki thuat an

49 TCVN 11367- toan — Thu4t toAn mat ma — Phan 6: Ma
6:2022 L aA X
hoa dong cau
o TOVN .| o e i T 5
1:2022 Y S0 mu - 1ong
quan
TCVN 13460 C(?ng nghc~ th?n% tll’l‘ — Cac‘A ky thu:c;t an
51 toan — Chit ky s0 mu — Phan 2: Cac co
2:2022 £ n o
ché dya trén logarit ro1 rac
Cong nghé thong tin — Céc ky thuat an
TCVN 13461-1: ' L 2 N
52 2022 toan — Chir ky s6 an danh — Phan 1:
Tong quan
Cong nghé thong tin — Cac ki thuat an
53 | TCVN 13461-2: | toan — Chit ky s6 an danh — Phan 2: Cac
2022 co ché st dung mot khoa coéng khai
nhom
o TV s | e g
1:2022 ~ - N8
quan
TCVN 13462- C(?ng ngh? thf)ng, tll’lA — Cac‘A ky thu,at an
55 toan — Chia sé bi mat — Phan 2: Cac co
2:2022 2 \
ché co ban
T
13720:2023 O T ST T cHe Tho-ain T e
trong moi truong hoat dong,
Cong nghé¢ thong tin — Cac ky thuét an
toan — Phuong phap kiém thtr va phan
TCVN , A . x A
57 13721:2003 tich cho cac bd tao bit ngau nhién trong
' TCVN 11295 (ISO/IEC 19790) va
TCVN 8709 (ISO/IEC 15408),
Cong nghé¢ thong tin — Cac ky thuét an
53 TCVN toan — Khung xac thuc vién sinh trac st
13722:2023 dung mé-dun an toan phan cimg sinh
tric hoc
59 | TCVN 13723 K¥ thuat an toan cong nghé¢ thong tin —

Yéu cau v€ nang lyc doéi voi kiém thir
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1:2023 vién va danh gid vién bao mat thong tin
— Phan 1: Gi6i thiéu, khai niém va yéu
cau chung

K¥ thuat an toan cong ngh¢ thong tin —
Yéu cau vé niang luc ddi vé6i kiém thir
TCVN 13723- | vién va danh gi4 vién bdo mat thong tin
2:2023 — Phén 2: Yéu cau vé kién thtrc, k¥ ning
va tinh hiéu qua d6i voi kiém thtr vién
theo TCVN 11295 (ISO/IEC 19790)

60

K¥ thuat an toan cong ngh¢ thong tin —
Yéu cau vé niang luc ddi véi kiém thir
TCVN 13723- | vién va danh gi4 vién bdo mat thong tin
3:2023 — Phan 3: Yéu cau vé kién thie, ky ning
va tinh hiéu qua d6i v6i danh gia vién
theo TCVN 8709 (ISO/IEC 15408)

61

3 Nguyén tic va co sé xdy dung
3.1 Nguyén tic

— Céc tham sb an toan duoc lua chon theo cac khuyén nghi ctua ISO/IEC, NIST,
CC, BSI va céc t6 chtic quc té khac dé dam bao an toan va phu hop nht.

— Phu hop véi diéu kién thuc té ddi v6i cac san pham HSM dang dugc luu thong,
str dung tai Viét Nam va céc san pham thuong mai pho bién ctia qudc té.

— Piép tmg duoc su phat trién ctia cong nghé tir 5 dén 10 nam téi.

3.2 Co sé xay dung

V& can cir phap 1y, Ludt An toan thong tin mang (c6 hiéu luc thi hanh tir ngay
01 thang 7 nam 2016) quy dinh vé trach nhiém quan 1y chat lugng san pham mat ma
dan sy, trong d6 giao Ban Co yéu Chinh phu gitip B6 trudong Bo Qudc phong xay
dung, trinh cip c6 thAm quyén ban hanh vin ban quy pham phap lut vé quan 1y mat
mi din sy, quan 1y chat luong san pham, dich vu mat ma dan su, quan 1y cong tac
danh gia, cong bd hop chuan, hop quy san phdm mat ma dan su (khoan 4 Piéu
52); “xdy dung, trinh B trudng B¢ Quéc phong ban hanh quy chudn ky thudt quoc
gia doi véi san phcfm, dich vu mdt ma dan sy, quan ly chdt lwong san phcfm, dich vu
mdt md déan sy’ (khoan 7 Piéu 38); khoan 1 Piéu 38 Nghi dinh s6 59/2022/ND-CP
ctia Chinh phti vé Trach nhiém ctua Ban Co yéu Chinh pha “Hudng dan dp dung tiéu
chudn, quy chudn ky thudt mdt ma dan sw va sw dung dich vu chirng thuc chir ky $6
chuyén dung Chinh phu trong hoat dong dinh danh va xac thyc dién tw”
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4 Noi dung Danh muc tiéu chuén

No6i dung Danh muc tiéu chuan dudi day 1a bao gdm quy dinh vé muc gidi han
cua ddc tinh k¥ thuat mat ma dugc st dung cho san phém HSM trong hoat dong dinh
danh va xac thuc dién tir phai tudn tha dé dam bao an toan; bao vé loi ich va an ninh
quéc gia va cac yéu cau thiét yéu khéc.

4.1 Thuit toan mat mi doi xing

Tong hop danh gia d6 an toan cua mot s6 thuat toan mat ma dbi xtimg duoc sir
dung pho bién trén thé gidi duoc mo ta trong bang sau:

Thuat toan
ma hoéa

Kich ¢o khoa
(bit)

Ki,ch co
khoi (bit)

Cac tan cong da biét

Mo ta

AES

128, 192, 256

128

Chua c6 cac tan cong
thdm ma da biét

Chuan ma dir
litu cua MY
hién tai.

DES

56

64

Kich ¢& khoi va khoa
nho, dé bi tin cong boi
cac phuong phap vét
can, ngay sinh, vi sai,
tuyén tinh, khoa yéu.

Chuan mi dir
licu cua MV
dén nam
2005.

TDES

128, 192

64

Chua c6 cac tan cong
tham ma da bict

TDES thuong
duoc biét dén
nhu la DES
boi ba
(Triple - DES)

IDEA

128

64

Han ché cia mi phap
nay la kich ¢& khdi nho,
lugc d6 khoa don gian
va chtra cac 16p khoa
yéu. Khong c6 cac tan
cong thyc té, tuy nhién
co cac tan coéng lén sd
vong nho va khoa yéu.
Tan coéng tot nhat lén
IDEA 1a tin cong
Bicliques.

. Khovratovich,
Dmitry; Leurent,
Gaétan; Rechberger,
Christian

La ma khéi c6
ban quyén va
hét han tr
nam 2012, tuy
nhién 14 mién
phi cho muc
dich phi
thuong mai.




(2012). Narrow-
Bicliques:
Cryptanalysis of Full
IDEA. Advances in

Cryptology —
EUROCRYPT  2012.
Lecture Notes in
Computer

Science. 7237. pp. 392—
410

. Daemen, Joan;
Govaerts, Rene;
Vandewalle, Joos

(1993), "Weak Keys for
IDEA", Advances in
Cryptology, CRYPTO
93 Proceedings: 224—
231

Kich c& khoa qua nho,
kich ¢ khoi nho. Dé

Ma khéi clia
M§ nham muc
dich han cheé

RC2 40 64 ton thuong trudc cac f . "
dang tdn cong khac | Xuat kl}au mat
nhau. ma cua My

(NSA).
Ton tai mot sd tin cong
lén phién ban rat gon|
12-vong voi phién ban Mot ma kh,Ol

RCS5 0-2040 32,64, Ikich c& khéi 64-bit |SU dur}g phép

128 | (tham ma vi sai) voi do | dich vong phu
phic tap 2% ban 16 thudc dir liéu.
chon loc.

La thuat toan
ma hoa c6 ban
. _ | quyén cua
I(h@ng ton tal cac tan Cﬁng ty béo
RC6 128,192, 256 128 cong tham ma da bit. | mat RSA, tuy
nhién da hét
han nam
2017.
. Wenling  Wu; |La thuat toan

ARIA | 128,192,256 | 128 | //enao Zhang: | Chuan ~ md

Dengguo Feng | khéi cia Han

(2006). "Impossible

Quéc tr nim
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Differential
Cryptanalysis of ARIA
and Camellia" .
Retrieved January

19, 2007.

o Xuehai Tang;
Bing Sun; Ruilin Li;
Chao Li (March 30,
2010). "A Meet-in-the-
Middle  Attack  on
ARIA" . Retrieved April
24, 2010.

2004.

Blowfish

32-448

64

Tén cong ngay sinh (vi
kich c& khoi nho).

Ton tai cac khoa yéu.

La thuat toan
mi khdi do
Bruce

Schneier thiét
ké nam 1993
(khong co6 ban
quyén).

Camellia

128, 192, 256

128

Co dd an toan duoc
xem la twong duong voi
AES.

La thuat toan
duoc cong
nhan trong
chuan
ISO/TIEC. bay
1a ma khéi c6
ban quyén va
duogc dung
mién phi trong
du an
OpenSSL.

SEED

128

128

Chua c6 cic tin cong
da biét v phién ban
day du.

Thuat toan
duoc cong bd
trong  chuin
ISO/IEC
18033-3:2010
va nhiéu RFC
khac (nhu
RFC 4010,
RFC 4162,
RFC 4196).

CAST

64

64

Kich ¢& khoa/khdi qua
nhd bi tin coOng ngay
sinh, céac tan cong khac
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nhu vi sai tuyén tinh.
CAST-128 g;lcl; (;:rcly khO} qua I}llho l,)1 KhoPg codbgn
(con goi la 40-128 64 Gn cong ngay sinhi, cac ) quyen, - Guoc
CASTS) tan cong khac nhu visai [ mdé ta trong
tuyén tinh. RFC 2144.
Tén cong tot nhat 13 tin
cong tuong quan khong
(zero-correlation)  véi
do phuc tap thoi gian la
27469 v dir liéu la 288,
Tan cong nay khong
anh hudéng t61 do an
toan cua thuat toan. Khéng c6 ban
CAST-256 | 128,192,256 | 128 | Bogdanov,  Andrey; | quyen. Duoc
o Leander, Gregor; | MO ta trong
Nyberg, Kaisa; Wang, | RFC 2612.
Meiqin (2012). Integral
and  multidimensional
linear  distinguishers
with correlation zero.
Lecture Notes in
Computer Science.
7658. pp. 244-261.
Thuat toan ma
khdi duoc
cong nhan 1a
Chudn Qubc
’ gia Trung
Chua c6 tan cong da | Quoc  thang
SM4 128 128 1 bit nao duoc cong bb. | 8/2016. Thuat
toan nay duoc
xac dinh dé
bao mat dir
ligu khong
day.

Duya theo nhiéu phuong phap danh gia hién nay, kich c¢& khoa an toan t6i thiéu
la 80 bit va dén nam 2027 1a 128 bit (nguon https://www.keylength.com/).
Bang Khuyé'nﬁngh_i vé kich cé khéa an toan toi thiéu ciia ECRYPT-CSA (Céng dong
chung Chdu Au thang 2/2018) dwoc mo ta trong bang sau

Mirc d¢ bio vé

Mait ma

Phan

Logarithm roi | Puwong

Kich co
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khoéa doi
xirng

tich

rac

cong ham

thira s6
Khoa

Nhom

Elliptic bam

Muc chuan hién
tai
Khong su dung
V6i cac hé thong
maoi

80

1024 160

1024 160 160

Bao v€ ngan han
An toan cho it

nhat 10 nam
(2019-2028)

128

3072 256

3072

256 256

Bao vé dai han
An toan cho 30
nam toi 50 nam
(2019-2068)

256

15360 512

15360

512 512

Can ctr vao qua trinh ra soat cac dac tinh k¥ thuat mat ma duoc st dung trong
cac san pham thiét bi HSM da dugc Ban co yéu Chinh phu cip phép va céac phan tich
dua ra nhu trén nhém bién soan dé xuat cac quy dinh trong bang sau:

Ky hi€u tiéu chuan

Tén day da cua tiéu
chuan

Quy dinh ap dung

TCVN 11367-3:2016
(ISO/IEC 18033-
3:2010)

Cong ngh¢ thong tin —
Céc k¥ thuat an toan —
Thuat toan mat ma —
Phin 3: Ma khéi.

- Ap dung TCVN 11367-
3:2016 (ISO/IEC 18033-
3:2010) va it nhat mot trong ba
tiéu chuén vé ché do hoat dong
ctia ma khéi.

- Str dung mot trong hai thuat

TCVN 12213:2018
(ISO/IEC 10116:2017).

Ché d6 hoat dong cia
ma khdi n-bit trong
CNTT.

toan AES hoac TDEA.
- Déi v6i thuat toan AES:

+ Sﬁqdung khoéa c¢6 kich thude
toi thiéu la 128 bit;

+ Str dung mot trong cic ché

ISO/IEC 19772:2020

An toan thong tin — Ma
hoa co xac thuc
(Information security —
Authenticated
encryption)

do: CBC, CFB, OFB, GCM,
CCM, CTR, XTS.
- Déi véi thuat toan TDEA:

+ Su dung d§ dai khoa co
kich thudce 1a 192 bit;
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NIST Special Recommendation for + St dung mdt trong cac ché
Publication 800-38E Block Cipher Modes of | d46: CBC, CFB, OFB, CTR.
Operation: The XTS-
AES Mode for
Confidentiality on
Storage Devices

4.2 Thuit toin mat ma phi ddi xirng

Dau tién can xem xét dén do an toan phan loai theo kich thudc khoa téi thiéu
ma t6 chirc/ca nhan nén ap dung. Tham khéo [8], tai liéu nay cung cap trang thai phé
duyét cua céac thuat todn mat ma va do dai khoa dugc NIST phé duyét. Trang thai
duoc biéu thi béng cac diéu khoan duoc chéip nhan, khong dugc phép va st dung ké
thira, c6 nghia la thuat toan va do dai khoa co thé duoc s dung, nhung i ro khi thuc
hién phai chap nhan duoc.

Trang thai phé duyét cua cac thuat toan dugc st dung dé tao va xac minh chir
ky s6 dugc md ta trong bang sau:

Qua trinh ky sb Tham s6 mién Trang thai

Do an toan < 112 bit:

+ DSA: (L, N) # (2048, 224), (2048,256) hoiic A
(3072, 256). Khoéng dugc

chap nhan
+ ECDSA: n <224,
+ RSA: nlen <2048.

Tao chit ky sb
Do an toan > 112 bit:
+ DSA: (L, N) = (2048, 224), (2048,256) hoac
(3072, 256). Puoc chép nhan
+ ECDSA va EdDSA: n > 224,
+ RSA: nlen >2048.
Do an toan <112 bit:
+ DSA: ((512 < L<2048) hoac (160 < N < 224)). Khong duge
+ ECDSA: 160 < n < 224. chap nhan
Kidm tra + RSA: 1024 < nlen < 2048.
chit ky s D6 an toan > 112 bit:

+ DSA: (L, N) = (2048, 224), (2048, 256) hoac
(3072, 256). Puoc chép nhan
+ ECDSA va EADSA: n > 224,

+ RSA: nlen > 2048.
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Trong [7] ctia BSI trinh bay khuyén nghi vé kich thudc khoa an toan tdi thiéu
cong bd vao 28 thang 1 nam 2022 dugce tong hop trong bang sau:

STT Thuit toan Kich thwdc khoa theo bit Nam sitr dung
2000 2022
1 RSA
> 3000 2023-2028
2000 2022
2 DSA
> 3000 2023-2028
4 ECDSA >250 2023-2028
5 ECDH >250 2023-2028

Tham khéo [7] ctia BSI xuat ban 28/1/2022, vé ndi dung khuyén nghi, to chirc
BSI di dua ra danh gia vé tinh an toan cua cac co ché mat ma da chon, két hop véi
dinh huong lau dai cho viée s dung. Cac khuyén nghi nay cling dugc dua ra, dugc
xem xét hang nam va diéu chinh néu can thiét. Thong qua céc khuyen nghi dugc néu
trong tai liéu nay, nhom bién soan téng hop lai noi dung khuyén nghi cho mat ma phi
d6i xtmg duoc mo ta trong bang sau:

Ky hiéu tiéu chuan Tén day di cia tiéu Quy dinh ap dung
chuin

TCVN 11367-2:2016 Cong ngh¢ thong tin — Ap dung mot trong cac thuét

Cac k¥ thuat an toan — toan mat ma sau:
Thuat toan mat ma — - Péi v6i thuat toan RSA:
Phan 2: Mat ma phi d6i | | o> 2048
xung . )
+ Ap dung lugc do RSAES-
OAEP dé ma hoa va RSASSA-
PKCS #1 RSA Cryptography PSS dé ky.
Standard o
- D61 voi thuat toan ECDSA,
ECDH:
+ nlen > 256
+ Ap dung ECDH d¢é phan
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ANSI X9.62-2005

Public Key
Cryptography for the
Financial Services
Industry: The Elliptic
Curve Digital Signature

phéi khoa va ECDSA dé ky.

- Péi voi thuat toan DSA, DH:
+L>3072, N> 256.

+ Ap dung DH dé phan phéi

Ky hi¢u Mo ta
nlen Déi v6i thuét toan RSA: nlen 1a dd dai modulo theo bit;
Doi voi thuat toan ECDH, ECDSA,: nlen 12 d6 dai theo bit ctia cip clia
phéan tir sinh.
L Déi voi thuat toan DSA, DH: L 1a do dai cua tham sb mién p theo bit.
N Doi v6i thuat toan DSA, DH: N 1a d6 dai cta tham sd mién ¢ theo bit.

4.3 Thuat toan bam va ma xac thuc thong bao

Danh séach cac thuét toan bam phd bién va cac tan cong da biét dugc mo ta trong

bang sau:
A Kich
Thl,u“t thwéc bam CAc tin cong da biét Mo ta
toan .
(bit)
Céac tan cong 1én ham nén,
tan cong tim tién anh voi d6 | Puoc mod ta trong chuan
MD2 128 phtc tap 27 (ndm 2008), | RFC 1319. Pén nay khong
tan cong tim va cham vdi | con an toan dé st dung.
do6 phtrc 2% (ndm 2009).
Tan cong tim va cham 1én
MD4 du sé vong véi do
phtic tap nho chi 2 1an tinh
toan ham biam (mat mot vai
micro gidy) nam 2007. Puoc md ta trong chuan
MD4 128 Yu Sasaki, Lei Wang, | RFC 1320. Dén nay khong
Kazuo  Ohta,  Noboru | €On an toan dé st dung.
Kunihiro: New Message
Difference for MD4. Fast
Software Encryption 2007:
329-348
Nam 2013, tin cong tim va | Puoc md ta trong chuin
MD)5 128 cham cua X. Tao va cong | RFC 1321. Pén nay khong
su 1én MD5 vé&i d6 phiic tap | con an toan dé st dung.
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chi 1a 28 (1 gidy trén may
tinh thong thuong).

Maic du, thuat toan nay bi
pha vO hoan toan trong
thoi gian khong dang ké,
song dén nay (2020) MD5
van duoc str dung rong rai
trong nhiéu san pham.

MDC2

112

Tan cong tim va cham co
do phirc tap 2°2 va tim tién
anh 1a 2% (khi st dung
DES)

Thuat toan bam dua trén
mat mi d6i xtmg, duogc
chuan hoa trong tiéu chuin
ISO/IEC 10118-2.

RIPEMD

128, 160,
256, 320

Thuat toan RIPEMD gbc
(goi la RIPEMD-128) Ia
khéng an toan vi cac diém
yéu trong thiét ké va kich
thudéc bam nho. Phién ban
RIPEMD-160 c¢6 Kich
thuéc bam chua du 16n dé
an toan & thoi diém hién
nay. Mac du céc phién ban
RIPEMD-256 va RIPEMD-
320 chua c6 nhiing tan cong
cu thé, song it dugc su
dung.

La mot ho cac thuat toan
bam dugc phat trién vao
nam 1992.

SHA-1

160

Nam 2011, Marc Steven
dua ra tin cong va cham 1én
SHA-1 diy du s6 vong véi
do phurc tap khoang 2533,

Dugc mé6 ta trong ti€u
chuan FIPS 180-4. Hién
nay SHA-1 khoéng dugc
xem 13 an toan, song van
con dugc st dung nhiéu
trén thé gidi.

SHA-2

224, 256,
384,512

Nam 2011 tan cong tim tién
anh lén 57/80 vong cua
SHA-512 va 52/64 vong
ctia SHA-256. Tan cong gia
va cham 1én 46/64 vong cua
SHA-256. Hién chua co6 cac
tan cong 1én cac phién ban
day du cia SHA-2.

Dugc mé ta trong tiu
chuan FIPS 180-4 (Lién
bang MY).
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Tan cong tién anh lén 8
vong yéu cau d§ phuc tap

Puoc mod ta trong ti€u

cua SM3.

SIL5 Oa &A nhr ~ Tia
SHA-3 | 224236, |27 = vadophuctap dulieu| 4 & prpg 202 (Lién
384,512 | 27 Chua co tan cong lén bang M§)
phién ban ddy du cua SHA- | 218 V1Y)
3.
. Chua c6 tin cong lén phién | Puoc md ta trong tiéu
Whirlpool | - 512 | 4 thuat todn bam ddy dit. | chudn ISO/TEC 10118-3.
L A A A .~ | Thudt todn bam dua trén
e | 224 25| ot st 6 00 G Chach (o o
’ : YU chu triic HATFA).
Thuat toan gbc Poly1305-
AES S}’I dung thuat toan
AES dé¢ tinh gia tri ma xac
thuc MAC. Thuat toan xac
bd an toan cua Poly1305 thl{c th?ng diep (MAC)
\ 2 7" | khong st dung AES duoc
Polv1305 18 duogc xem la phu thudc vao mé ta trong RFC 8439
oly A r 5 | .
thuat toan str dung cung. Poly1305 it dung
Chacha20 dugc dinh nghia
trong RFC 7905.
Mot s6 chuan con sir dung
thuat toan Salsa cho
Poly1305.
Tén cong tot nhat 1a tim tién | Thuat todn bam d}rqc mo
anh thir 2 voi d6 phirc tap | ta trong ti€u chuan quoc
Streebog | 256,512 |thoi gian 2%, Chua c6 tan | gia cua Lién bang Nga
cong hiéu qua nao 1én phién | (GOST R.34.11-2012), va
ban day du cua Streebog. trong RFC 6986.
Chus <t cong iy qus| 1230 b s T
SM3 256  |nao lén phién ban ddy da - £

titu  chuan  ISO/IEC

10118-3:2018.

Theo khuyén céo ciia cac to chirc tiéu chuan thé gidi ciing nhu cac khuyén cdo
cta NIST cu thé 1a NIST SP 800-107, cho dén thoi diém hién tai cc thuat toan bam
tir SHA2, SHA3 duoc coi 1a an toan va kho bi tin cong khi sir dung dé bao tinh xac
thuc va toan ven cho dir liéu. Hién nay thuat toan SHA-1 da dugc cac t6 chirc trén thé
giéi khuyén cao khong nén st dung, tai mot sé Qubc gia nhu My, Lién minh Chau
Au d3 bat budc str dung SHA?2 tré 1én
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Tham khao [7] ctia BSI xudt ban 28/1/2022. V& ndi dung khuyén nghi, t6 chirc
BSI di dua ra danh gia vé tinh an toan cua cac co ché mat ma da chon, két hop véi
dinh hudng lau dai cho viéc str dung. Cac khuyén nghi nay ciing duoc dua ra, duoc
xem xét hang nam va diéu chinh néu can thiét. Thong qua cac khuyén nghi dugc néu
trong tai liéu nay, nhém bién soan tong hop lai ndi dung khuyén nghi trong bang sau:

Thuat toan bam:

Ky hiéu tiéu chuin Tén diy dii ciia tiéu Quy dinh ap dung
chuén

TCVN 11816-3:2017 Cong nghé thong tin-Cac | St dung mot trong cac thuat
k¥ thuat an toan-Ham toan sau: SHA-256, SHA-384,
bam-Phan 3: Ham bam | SHA-512/256, SHA-512,
chuyén dung SHA3-256, SHA3-384, SHA3-

512.

FIPS PUB 202 SHA-3 Standard:
Permutation-Based Hash
and Extendable-Output
Functions

Thuét todn xac thuc thong diép:

Ky hiéu tiéu chuin Tén diy di cia tiéu Quy dinh ap dung
chuan

TCVN 11495-1:2016 | Cong nghé thong tin - Str dyng mot trong cac thuat

toan sau: HMAC-SHA-
256/128, HMAC-SHA-256,
HMAC-SHA-384/192,

Céc k¥ thuat an toan -
Ma xéc thuc thong diép
(MAC) - Phan 2: Co ché

str dung ham bam HMAC-SHA-384, HMAC-

chuyén dung. SHA-512/256, HMAC-SHA-

512, HMAC-SHA3-256,

FIPS PUB 202 SHA-3 Standard: HMAC-SHA3-384, HMAC-
Permutation-Based Hash | SHA3-512

and Extendable-Output
Functions

4.4 Ham din suit khoa

Ham dan xuat khoa (KDF) 1a thanh phan co ban va can thiét ctia cac hé théng
mat ma. Muc tiéu cua no la tir ngué)n tu liéu khoa ban dau nao do (thong thuong chura
mot d6 ngiu nhién nhat dinh nao d6, nhung khong c6 phan bé déu hoidc ké tin cong
cO mot phﬁn tri thuc vé ngué)n dir liéu do) diéu ché thanh mot hodc nhiéu khoa mat
ma manh.
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S6 lugng va do dai ctia cac khoa mat ma phu thudc vao céc thuat toan mat ma cu
thé can dén nhiing khoa d6. Nhin chung, cic ham dan xuat khoa phai dap tmg dugc
moi mirc do vé s6 luong va do dai noi trén. Thuat ngir “khda mat ma manh” dugc dé
cap ¢ day mang ¥ nghia 13 cac khoa gia ngiu nhién ma ngudi ta khong thé phan biét
duoc véi mot xau cac ky tu ngau nhién phan bé déu, co d6 dai dugc xac dinh boi st
manh tinh toan trén thuc té. Pic biét, cac ham dan xuét khoa phai bao dam rﬁng
thong tin vé mot phan cac bit hoic khoa tir dau ra cia ham KDF khong lam 1 thong
tin vé cac bit khac duoc sinh ra.

Ham dan suat khoa dya trén mat khau 2 (PBKDF 2) 1a luge db duoc tiéu chuan hoa
duy nhét (tai [19] va “RFC 2898”). PBKDF2 sir dung cac ham gia ngau nhién (PRF),
thudng duoc trién khai bsi HMAC (thong thuong 1a ham HMAC-SHA-256).

Can ctr vao cac nghién ctru ké trén, nhom bién soan tong hop lai ndi dung khuyén
nghi cho ham dan xuat khoa dugc mo ta trong bang sau:

Ky hiéu tiéu chuin Tén diy dii cia tiéu Quy dinh ap dung
chuan
NIST SP 800-132 Recommendation for | 4, 4une PKDF2

Password-Based Key
Derivation Part 1:
Storage Applications

4.5 BO tao bit ngiu nhién
B tao bit ngau nhién dugc phan 1am hai dang chinh bao gém:
- B9 tao bit ngau nhién tat dinh (b tao bit gia ngau nhién);
- B0 tao bit ngdu nhién bat dinh;

Bo tao bit ngau nhién tat dinh 13 cdu trac mat ma duoc xiy dung voi trang thai
bén trong co thé dugc tao mam va lam moi bang dau ra cua ngudn ngiu nhién va tur
d6 o thé trich xuat cac bit gia ngdu nhién. Theo [3], [14], c4c bd tao bit ngau nhién
bao gom Hash DRBG, HMAC DRBG, CTR DRBG(AES), MS DRBG va
MQ DRBG duoc cac to chie quéc té khuyén céo sir dung. Trong thuc té, cac thiét bi
HSM dang luu thong trén thi trudng déu hd trg cac bo tao bit ngdu nhién nay.

B0 tao bit ngiu nhién bat dinh bao gdm cac ngudn ngau nhién vat 1y. Cac ngudn
ngau nhién vat 1y nay 1a mot phan cimg quan trong va duoc tmg dung rong rii trong
bao mat thong tin va mat ma, thudng dugc st dung dé tao ra cac khoa phién, mat
khau dung mét 1an, 1am mam ngau nhién, 1am IV trong mi hoéa... Cac bd tao sb ngau
nhién dua trén nguén nhiéu khong thé diéu khién va du doan dugc. Trén thé gidi co
mot sb tiéu chuan d3 duoc ban hanh boi cac t6 chirc quoc té nhu NIST, BSI..., bao
gdém [20], [21]. Trong d6 cac bd tao bit ngiu nhién bat dinh gom XOR-NRBG va
Oversampling-NRBG duoc khuyén cdo va duogc sir dung phd bién, ddm bao an toan.

Céan cu vao cac nghién ctru ké trén, nhom bién soan tong hop lai ndéi dung
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khuyén nghi cho bo tao bit ngiu nhién duoc mo ta trong bang sau:

Ky hiéu tiéu chuin Tén diy dii ciia tiéu Quy dinh ap dung
chuin
Céc k¥ thuat an toan - Ap dung mét trong bon tiéu

TCVN 12853:2020 B6 tao bit nglu nhién chuan va st dung mét trong

cac bo tao bit ngau nhién sau:
Recommendation for Hash DRBG, HMAC DRBG,

Random Number CTR_DRBG(AES)

NIST SP 800-90A Generation Using MS DRBG MQ DRBG
D.etermmlstlc Random | yOR.NRBG, Oversampling-
Bit Generators NRBG.

NIST SP 800-90C Recommendation for
Random Bit Generator
(RBG) Constructions
A proposal for:

Functionality classes for
random number
generators

AIS-31

4.6 Luu trir cac tham so an toan

Céc thiét bi HSM déu luu trit cac tham sb an toan trén chinh thiét bi, bao gdm
khoéa cua thuat toan mat ma doi xang, khoa bi mat cua thuat toan phi doi xting... Céc
tham s0 nay can dugc bao vé.

Trong mat ma, cAu tric boc khéa 12 mét loai thuat toan ma hoa ddi xtng dugc
thiét ké dé dong goi (ma hoa) tai liéu khoa mat ma. Thuat toan Key Wrap danh cho
cac tmg dung nhu bao vé khoa khi duoc Iuu trir khong tin cdy hodc truyén khéa qua
mang truyén théng khong tin cay.

G6i khoa ¢ thé duoc coi 1a mot dang thuat toan dong goi khoa, mic du khong
nén nham 13n né véi cac thuat toan dong goi khoa bt ddi xtmg (khoa cong khai) phod
bién hon (vi du: PSEC-KEM). Thuat toan Key Wrap c6 thé dugc sir dung trong mot
mg dung tuwong tu: dé van chuyén khéa phién mot cach an toan bang cach mi hoa no
béng khoéa ma hoa dai han. Trong [22], céc ché do KW va KWP duge cac to chire
trén thé giéi khuyén nghi.

Can cu vao cac nghién ctru ké trén, nhom bién soan tong hop lai ndéi dung
khuyén nghi cho b0 tao bit ngau nhién dugc mo ta trong bang sau:

Ky hiéu tiéu chuan Tén day di cia tiéu Quy dinh ap dung
chuin

SP800-38F Recommendation for Cac tham 0 an toan phai ap
dung AES ché do KW hoac
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Block Cipher Modes of | KWP d¢ mi héa duoc luu trix
Operation: Methods for | trén thiét bi.
Key Wrapping

4.7 Giao dién lap trinh @rng dung

Trong hé thong thiét bi thong tin, thong thudng cé rat nhidu cc giao dién khac
nhau, HSM ciing khong la ngoai 1¢ va duoc phan chia theo tmg dung va h¢ diéu hanh
duogc thiet ké. Thong thuong s€ c6 3 loai giao dién lap trinh Gmg dung doc 1ap gom:

- Giao dién lap trinh quan ly khoa;

- Giao dién 1ap trinh 1énh;

- Giao dién 1ap trinh quan Iy nguoi dung.

Tiéu chuan PKCS#11 1a API cho HSM, chtra cac thong tin vé mat mi va 7thuc
hién cac thuat toan mat ma. PKCS }él chuan cho ma hoéa cong khai dugc phat trién tir
nam 1991 boi RSA Laboratories, doi voi HSM, giao dién PKCS#11 1a giao dién duoc
st dung rong rai nhat.

Mot trong nhimg loi ich chinh cua PKCS#11 la kha nang lién két hoat dong giira
ung dung va mo-dun bao mat. PKCS#11 cling cung cap cac phuong thirc méat ma.

Trong thuc tién, cac thiét bi HSM trén thi truong hién nay déu hd tro va ap dung
ti€u chuan nay. Qua dé nhom bién soan khuyén nghi cho giao dién lap trinh ing dung
duoc mo ta trong bang sau:

Ky hiéu tiéu chuin Tén diy dii ciia tiéu Quy dinh ap dung
chuén
Cryptographic Token

PKCS#11 Interface Base Phién ban 2.2 tr¢ 1én
Specification
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