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I. Quy dinh danh muc tiéu chuan bit budc vé ky thuat mat ma ap dung cho thiét bi HSM trong hoat déng dinh

danh va xac thuc dién ti

ISO/IEC
19772:2020

An toan thong tin — Ma
hoa c6 sir dung xac thuc
(Information security —
Authenticated
encryption)

STT | Loai tiéu chuan | Ky hiéu tiéu chuan | Tén day di cia tiéu Quy dinh 4p dung
chuan
I. Tiéu chuan vé dic tinh ky thuat mat ma
Cong nghé théng tin— | - Ap dung TCVN 11367-3:2016 (ISO/IEC 18033-
TCVN 11367- AR R e A . 2x g
_ Céc ky thuat an toan — | 3:2010) va it nhat mét trong ba tiéu chuan ve ché
3:2016 (ISO/IEC A A N o LA
18033-3:2010) Thuat todn mat méa — d6 hoat dong cua ma khoi.
' Phan 3: M khoi. - Str dung mét trong hai thuét todn AES hodc
Mt ma di TCVN 12213:2018 | Ché d6 hoat dong cia | TDEA.
. Xf-;] n\l/z c(;ﬁ ” (ISO/IEC ma khéi n-bit trong - Péi voi thuat toan AES:
h‘;atg tong €9 110116:2017). CNTT. + Sir dung khéa c6 kich thudc ti thidu 13 128 bit;

+ Sir dung mot trong céc ché d6: CBC, CFB, OFB,
GCM, CCM, CTR, XTS.
- Béi véi thuat toan TDEA:

+ Str dung d6 dai khoa co kich thudce 1a 192 bit;

1 HSM: Hardware Security Module - Md-dun an toan phan cing
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STT

Loai tiéu chuan

Ky hiéu tiéu chuan

Tén day di caa tiéu
chuan

Quy dinh ap dung

NIST Special
Publication 800-38E

Recommendation for
Block Cipher Modes of
Operation: The XTS-
AES Mode for
Confidentiality on
Storage Devices

+ Sir dung mét trong cac ché do: CBC, CFB, OFB,
CTR.

CoOng nghé thdng tin —
Céc k¥ thuat an toan —

Ap dung mét trong cac thuat toan mat ma sau:
- Péi voi thuat toan RSA:

TCVN 11367- e .

22016 Thuat todn mat ma — + nlen?>2048
Mt mé phi déi )F(’Eﬁn 2:Matméaphidoi | + Ap dung luge do RSAES-OAEP dé mé hoa va
s6 - Boi vai thuat toan ECDSA, ECDH:

+ nlen?>256
RSA Cryptography T I P
PKCS #1 Standard + Atp dung ECDH dé phan phoi khoa va ECDSA
de ky.
2 Ky higu M6 ta

nlen

bdi véi thuat todn RSA: nlen 1a 6 dai modulo theo bit;
Déi vai thuat toan ECDH, ECDSA,: nlen 1a d¢ dai theo bit ciia cp cua phan tir sinh.
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STT

Loai tiéu chuan

Ky hiéu tiéu chuan

Tén day di caa tiéu
chuan

Quy dinh ap dung

ANSI X9.62-2005

Public Key
Cryptography for the
Financial Services
Industry: The Elliptic
Curve Digital Signature
Algorithm (ECDSA)

- Boi véi thuat toan DSA, DH:
+1L>3072, N>256.3
+ Ap dung DH dé phan phéi khoa va DSA dé ky.

Thuat toan bam

TCVN 11816-3:2017

Cong nghé thdng tin-
Céc k¥ thuat an toan-
Ham bam-Phan 3: Ham
bam chuyén dung

FIPS PUB 202

SHA-3 Standard:
Permutation-Based
Hash and Extendable-
Output Functions

Str dung mét trong cac thuat toan sau: SHA-256,
SHA-384, SHA-512/256, SHA-512, SHA3-256,
SHA3-384, SHA3-512.

3 Ky hiéu

M6 ta

Dbi véi thuat toan DSA, DH: L 1a d6 dai cia tham s6 mién p theo bit.

Dbi véi thuat toan DSA, DH: N 1a d6 dai ciia tham s mién q theo bit.
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STT | Loai tiéu chuan | Ky hiéu tiéu chuan | Tén day di caa tiéu Quy dinh &p dung
chuan
Cong nghé théng tin - Str dung mét trong cac thuat toan sau: HMAC-
Céac ky thuatantoan - | SHA-256/128, HMAC-SHA-256, HMAC-SHA-
_ M@ x&c thuc thong diép | 384/192, HMAC-SHA-384, HMAC-SHA-
TCVN 11495-1:2016 (MAC) - Phan 2: Co 512/256, HMAC-SHA-512, HMAC-SHA3-256,
o ché str dung ham bam HMAC-SHA3-384, HMAC-SHA3-512,
4 Thuat toan xgc chuyén dung.
thuc thong diép
SHA-3 Standard:
Permutation-Based
FIPS PUB 202 Hash and Extendable-
Output Functions
Ham dan xuat Password-Based Key
> | knoa NISTSP800-132 | e rivation Part 1:
Storage Applications
o \ Ap dung mét trong bon tiéu chuan va sir dung mot
TCVN 12853:2020 C"i‘c kytt)huat fn t%"f‘[] i trong cac bo tao bit ngau nhién sau:
Bo taobitngaunhien | .«h DRBG, HMAC_DRBG,
6 Bo tao bit ngau Recommendation for CTR_DRBG(AES), MS_DRBG, MQ_DRBG,

nhién

NIST SP 800-90A

Random Number
Generation Using
Deterministic Random
Bit Generators

XOR-NRBG, Oversampling-NRBG.
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STT

Loai tiéu chuan

Ky hiéu tiéu chuan

Tén day di caa tiéu
chuan

Quy dinh ap dung

NIST SP 800-90C

Recommendation for
Random Bit Generator
(RBG) Constructions

AlS-31

A proposal for:
Functionality classes for
random number
generators

Luu trir cac
tham so an toan

SP800-38F

Recommendation for
Block Cipher Modes of
Operation: Methods for
Key Wrapping

Céc tham s6 an toan phai ap dung AES ché do KW
hoic KWP dé ma hoa duoc luu trix trén thiét bi.

Giao dién lap
trinh tng dung

PKCS#11

Cryptographic Token
Interface Base
Specification

Phién ban 2.2 tro 1én

I1. Quy dinh vé ma HS caa thiét bi HSM

STT

Tén san pham, hang hda theo quy
dinh caa Thong tw

Ma HS

M6 ta san pham hang hoa

01

8471.30.90




Tén san pham, hang héa theo quy

STT dinh ciia Théng tur Ma HS MO0 ta san pham hang hoa
02 ) 8471.41.90
San pham mat ma dan su thugc nhom San pham sinh khéa mat ma, quan ly hoic luu trix
03 |san phim sinh khéa mat ma, quan Iy 8471.49.90 | pham St At ma, quian fy o
5 g e khoa mat ma.
hoac luu trir kh6a mat ma.
04 8471.80.90




