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L&i néi dau
Tiéu chuan TCVN XXXX MA KHOI MKV do Ban co yéu Chinh phu xay dwng,

dé& nghi, Tdng cuc Tiéu chuan Do lwéng chéat lwgng thdm dinh, B6 Khoa hoc

— Coéng nghé cong bé.

NGi dung cua tiéu chuan nay duoc xay dwng dwa trén viéc thira ké ndi dung
nghién ctru cGia nhiém vu Khoa hoc — Céng nghé cap Ban Co yéu Chinh pha,
“Nghién ctru xay dwng chudn ma khéi st dung trong linh vic dan sy” do TS.
Nguyén Bui Cuwong, Vién Khoa hoc - Céng nghé mat ma, Ban Co yéu Chinh

phtd chd nhiém.



L&i giéi thiéu

Ma khéi co thé coi 1a “cét 16i clia cbt 161", 1a trai tim cGa cac sdn phadm bado mat, an toan théng tin, mudn
lam chd dwoc cdng nghé thiét k& cac san phdm nay phai lam chi dwoc thuat toan mat ma. Hién nay,
hau hét cac san phdm thwong mai déu s dung chudn ma hoa tién tién (thuat toan ma héa AES). Trén
thé gidi, khéng phai quéc gia nao cling c6 chuan ma hoa cla riéng minh, chi c6 mét sé it cac nwéc da
nghién ctru ban hanh chudn ma hoa cho Iinh virc dan sy nhw MY, Lién bang Nga, Trung Quéc, Han
Quéc, Nhat Ban, Belarus, ...

Mot so chuan ma hoa tiéu biéu ciia mgt so quoc gia trén the gioi

STT| Qubc Gia Tén thuit toan Tiéu chuin
. FIPS 197
L My AES ISO/IEC 18033-3:2010: RFC 3826
2 . Kuznyechik GOST R 34.12-2015: RFC 7801
. a
& Magma GOST R 34.12-2015: RFC 8891

GB/T 32907-2016
3. | Trung Quic | SM4 (hoic SMS4) ISO/IEC 18033-3:2010/Amd 1:2021

IEEE 802.11i
SEED TTAS.KO-12.0004
4 Han Qudc ISO/IEC 18033-3:2010; RFC 4269
LEA KS X 3246; ISO/IEC 29192-2:2019
CLEFIA KS X 1213:2004, RFC 5794
5. Nhit Ban
CAMELLIA TTAS.KO-12.0040
6. Belarus Bel-T CTB 34.101.31-2011

M6t nha mat ma hoc néi tiéng ngwdi Nga da noi “Mét qudc gia duroc coi la vi dai néu quéc gia do sé hitu
vii khi hat nhan, lam chd khéng gian va c6 chudn mat ma cda riéng minh”. Do vay, viéc s& hiru riéng
chuan mat ma la mét trong nhirng yéu té khang dinh tinh tw chi cda Viét Nam trong cong cudc bao vé
chd quyén Qubc gia.

M6t trong nhirng muc tiéu cta Chién lvgc “Make in Vietnam” do Tha twéng Chinh phi ban hanh 1a phat
trién kinh té sé chiém 20% GDP, v&i viéc xac dinh cac bwdc tién dot pha mang tinh hé théng, nhan manh
vao chuyén déi chi quyén cdng nghé, c6 sy chuyén dich manh mé tir 1&p rap, gia cdng sang sang tao,
thiét ké mot cach cha dong, tao ra cac san pham cong nghé “Make in Vietnam”. Trwéc bbi canh lich st
cta sw chuyén minh trong xu thé phat trién cia nén kinh t& sb, bén canh viéc thuc hién cac nhiém vu
chinh tri quan trong dwoc Dang va Nha nwéc giao, véi vai trd 1a Co quan mat ma quéc gia, Ban Co yéu
Chinh pht da chi dao td chirc nghién ctru, xay dwng thuat toan ma khdi dé thiét k&, ché tao cac san
pham bo mat, an toan thong tin trong linh vc dan sw phuc vu phat trién kinh té s, xa hoi sb.

O mét khia canh khéac, khi ma bai toan bdo mat théng tin c6 strc néng hon bao gi¢r hét trwdc sw phat
trién khong ngrng cla cong nghé lwong t& va cac van d& dam bao an toan thong tin trwéc nhirng tan
cong tham ma dya trén tinh toan lwgng tl. Ban Co yéu Chinh phl d&t muc tiéu quan trong la phai co
mot thuat toan ma hoa “Make in Vietnam”, khéng chi an toan lwong t& ma con dadm bao hiéu nang can
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thiét d& dap wng nhu s dung trong thdi dai s6. Ngoai dam bao an toan va hiéu qua st dung, ma khdi
phai cé dac trwng riéng, c6 cAu tric riéng so v&i cac chuan khac trén thé gidi.

D4i véi pham vi dan sw trong nwéc, theo luat an toan théng tin mang sé 86/2015/QH13 ngay 19 thang
11 nadm 2015, trong chuwong 4 quy dinh vé tiéu chuan, quy chun ky thuat an toan théng tin mang, tai
muc sb 7 diéu 38 vé Quan ly tiéu chudn, quy chudn k¥ thuat an toan théng tin mang cé néi dung “Ban
Co yéu Chinh pht véi vai trd co quan mat ma qudc gia, co trach nhiém gitip Bo trwéng Bd Qudc phong
xay dwng dw thao tiéu chuan qudc gia dbi véi sdn pham, dich vu mat ma dan sy trinh co quan nha nwéc
c6 thdm quyén cong bd va huwéng dan thwe hién; xay dwng, trinh Bo trwdng Bd Quéc phong ban hanh
quy chuan ky thuat quéc gia dbi véi san phdm, dich vu mat ma dan sw, chi dinh va quan ly hoat déng
cta t6 chirc chirng nhan sy phu hop dbi véi sdn phdm, dich vu mat ma dan sw; quan ly chat lwong san
pham, dich vu mat ma dan su”. Hién nay, trong linh virc dan sw, Ban Co yéu Chinh pha da xay dwng va
dé xuat Bo6 Khoa hoc va Coéng nghé cong bb dwoc 55 tiéu chuan qudc gia trong linh vwc mat ma. Cac
chuén dwoc chap thuan nguyén ven theo cac chuan ctia ISO/IEC béi vi Viét Nam 14 thanh vién cla té
chtrc ISO/IEC. Tuy nhién, dé tao sw thdng nhét, thong suét trong van dé bao mat thong tin trong cac hé
théng khac nhau, va khéng dinh tinh tw cht vé mat ma, viéc xay dwng chuan riéng khang dinh tw twéng
va xu thé “Make in Vietnam” cang that sy can thiét. V&i muc tiéu nay, Ban Co yéu Chinh phu da tién
hanh xay dwng moét ma khéi véi nhiéu phién ban vé kich c& khbi va dd dai khéa, co tén goi la ViEncrypt
trong qua trinh phat trién xay dwng, sau d6 dwoc dbi tén thanh MKV dé tao sw thdng nhat vé ki hiéu cho
cac tiéu chudn mat ma dwoc xay dwng sau nay dung bao vé théng tin trong linh vwc dan sw. Trong d6
c6 hai phién ban kich c& khoi, kich c& khoi 256-bit véi mong mudn dam bao dd an toan cho hau lvong
tlr con 128-bit cho giai doan chuyén tiép. M&i phién ban ma khéi déu cé ba tlly chon do dai khéa véi mire
an toan linh hoat phu hop cho cac nha lam (rng dung. Ma khdi MKV da dat dwoc mot s6 dac diém trong
thiét ké nhw sau:

Vé céu truc: MKV slr dung cau tric dang SPN dya trén lwgc db FLC dat dwoc dd an toan chirng minh
dwoc trong md hinh Luby-Rackoff, dwoc xay dwng trong [2]. Bén canh d6, ma khdi nay c6 cau tric FLC-
SDS dat dwoc do an toan thuc té trwéc tham ma vi sai va tuyén tinh xem [3].

Vé thanh phédn méat ma: Ma khéi sir dung hop thé 8-bit cho kha nang xao trén va ma tran MDS cho kha
nang khuéch tan cuwc dai. Cac thanh phan mat ma nay déu cé tinh chat mat ma tét va cé xem xét dén
kha nang téi wu trong trién khai cai d&t phan mém/phan crng, xem [4, 6, 7].

Vé lugc db khéa: MKV c6 lwoc dd khoda dworc thiét ké theo lwoc @6 13p trong [5], c6 dam bao dd an toan
ly thuyét vé cu tric va do an toan thyc té trwéc tham ma vi sai khda quan hé.

Vé do an toan: Bén canh do an toan chirng minh dwoc déi véi hai tham ma phd bién nhét la vi sai va
tuyén tinh, MKV dam bao khang lai tham ma boomerang, thdm ma tich phan, thdm ma dai s6, tham ma
vi sai khéa quan hé, thdm ma vi sai khong thé, ... Ngoai ra, MKV c6 dwoc xem xét kha nang khang lai
mot sb tham ma lwong tr gan day va thao luan vé mire an toan trong thiét 1ap lwong tir cé thé dat dwoc
vé&i kich thuwée khéi, d dai khéa dwoc gia tang.

Vé hiéu ndng: ddm bao kha nang thwc thi phu hop véi cac ting dung théng dung trong bao mat thong tin

thudc linh vuwe dan sy vé phan cirng va phan mém.
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Céng nghé théng tin — Cac ky thuat an toan - Thuat toan mat ma -
Ma khoi MKV

Information technology - Security techniques — Encryption algorithms - Block cipher MKV

1 Pham vi ap dung

Tiéu chuan ap dung cho viéc ma hoéa div liéu trong hoat dong giao dich dién t&r cla cac td chire, cong
dan Viét Nam va té chirc, cong dan nwéc ngoai cé quan hé kinh té - xa hdi véi té chire, cong dan Viét
Nam.

Tiéu chuan nay mé ta& ma khéi MKV dwoc ap dung trong cac phwong phap mat ma va bao mat théng tin,
trong d6 dam bao tinh bi mat ca théng tin khi truyén, xt ly va lwu trir théng tin trong cac hé théng théng

tin.
2 Thuat ngir va dinh nghia

Déi v&i muc dich cua tiéu chudn nay st dung cac thuat ngir va dinh nghia sau
2.1. Thuat toan ma héa (encryption algorithm)

La qua trinh bién dbi ban ré thanh ban ma.

2.2. Thuat toan giai ma (decryption algorithm)

La qua trinh bién d6i ban mé& thanh ban rd.

2.3. Ma khéi (block cipher)

La mét hé ma dbi xirng c6 tinh chét la thuat toan ma héa hoat dong trén mét khdi ban ré, nghia 1a mot
chudi bit cé dd dai xac dinh, dé thu dwoc mot khdi ban ma.

Chua y: & day ta cé thé xem thuat nglr “ma khéi” va “thuat toan ma héa khéi” 1a nhw nhau.
2.4. Ma phap (cipher)

La mot thuat nglr khac clia hé ma (encipherment system). La phwong phap mat ma dwoc st dung dé
dam bao tinh bi mat cla dir liéu, bao gdbm thuat toan ma hda va thuat toan giai ma.

2.5. Khéi (block)
La chudi cac bit co do dai xac dinh.
2.6. M@ hoa (encryption)

La mot thuat toan mat ma ma bién dbi (kha nghich) di» liéu dé tao thanh ban ma, nghia la gidu néi dung
thong tin cta dir liéu.
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2.7. Khéa vong (round key)

La day ky tw dwoc tinh tir khdéa (key) va diéu khién mot bién ddi cho mét vong clia ma khéi.
2.8. Khéa (key)

La day ky tw ma diéu khién hoat ddong cta bién dbi mat ma (cu thé la qua trinh ma héa hoéc gidi ma).
Chu y: & day khéa phai la mét day nhi phan.

2.9. Ban ro (plaintext)

Théng tin chwa dwgc ma hoa.

2.10. Lwoc do khoa (key schedule)

La qua trinh tinh toan cac khoa vong tlr khoéa.

2.11. Giai ma (decryption)

La phép bién déi ngwoc clia qua trinh ma héa twong &ng.

2.12. Ban ma (ciphertext)

La di¥ liéu sau phép bién ddi d& gidu noi dung théng tin.

2.13. Véc to’ kiém tra
La tap hop cac dau vao va dau ra twong (rng cla thuat toan mat ma, duwoc st dung dé kiém tra tinh

ding dan cla thuat toan.
3 Ky hiéu va thuat ngir viét tat

Cac thuat ng» viét tt sau dwoc str dung trong tat ca cac phan ctia TCVN XXXX

0x Tién t6 cta cac sb dwoc biéu dién dwdi dang thap luc phan (hex);

F, Trwong hivu han chi ¢ hai phan t&r 0, 1, tic 1a F, = {0,1};
F,s Trwdng hiru han véi da thiee sinh nguyén thiy x8 @ x°> @ x3 @ x @ 1 trén Fy;
V, Tap hop xau cé doé dai n-bit;

Phép toan logic XOR trén xau bit, nghia la néu A va B la hai xau cung do dai thi

® A @ B 1a xau bit bao gém céac bit 1a két qua phép toan logic XOR cla A va B;
x|l y Chubi két qua cua viéc ndi xau y vao xau x;
{0,1}4 Xau goém d bit nhj phan;
X Xau pha dinh cla xau X;
(Mw Dang biéu di&n w-bit ctia sb nguyén r;
l Kich c& khdi ctia ma khéi, | € {128,256};
k Do dai khoa ctia ma khéi, k € {128,192,256,384,512};
R S6 vong ctia ma khéi, R € {6,7,8};
w Kich c& cua trang thai con;
t Sé lwgng cac byte trong trang thai con;
X, xt xt Biéu dién twong (ng trang thai I-bit, trang thai con w-bit va mét byte trong trang

J thai con clia qua trinh ma hoa va giai ma;
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Biéu di&n twong &ng trang thai 21-bit, trang thai con w-bit va mét byte trong trang
thai con clia qua trinh mé réng khoa;

Bién ddi thay thé tirng byte trong trang thai, con dwoc goi la hdp thé;
Bién dbi trén trang thai ma hoa (giai ma), dwa trén bién dbi s trén tirng byte;

Bién dbi trén trang thai ma hoa (gidi ma), dwa trén bién ddi tuyén tinh trén tirng
trang thai con;

Bién dbi gitra cac trang thai con;

Ham vong (nghich ddo ctia ham vong) cho phién ban cé kich thwéc khoi I;
Bién ddi cap nhat trang thai khoa cla lvoc dd khoa;

Hang s6 phu thudc vao i cho bién dbi cap nhat UpdateKS;;

Ban r6 I-bit, ddu vao cla qua trinh ma hoa va dau ra ctia qua trinh giai ma;
Ban ma [-bit, d4u vao cla qua trinh gidi ma va dau ra cla qua trinh ma hoa;
Khoé chinh k-bit;

Khoa vong 21-bit, dwgc biéu dién thanh hai phan [-bit nhw sau K; = K|} trong
do K2, Kt e vy,

Khoa xoé trang I-bit;
Phién ban ma khéi vai kich c& khédi [ va do dai khoa k;
Ham ma hoé cho phién ban kich c& khébi I-bit;

Ham giai ma cho phién ban kich c& khéi I-bit.

4 M3 khéi MKV

4.1. Thong tin chung

Ma khéi nay xt ly khéi di liéu c6 kich c& 128-bit hodc 256-bit, dwoc ki hiéu MKV-1 véi [ biéu thi kich
thwéc khéi. Trong d6, MKV-128 cé ba phién ban khoa c6 do dai 128-bit, 192-bit va 256-bit twong (rng
v&i sb vong 1a 6, 7, 8; con MKV-256 c6 ba phién ban khoa cé do dai 256-bit, 384-bit, 512-bit twong trng

v&i sb vong la 6, 7, 8. Khi da rd kich thwdc khda va sb vong, ki hiéu MKV-1/k véi sb vong R nham déc

ta rd hon thuat toan trong phan sau. Khi dé, ching ta cé tbng céng 6 phién ban véi kich thuwéc khbi/dd

dai khéa/sé vong khac nhau dwoc md ta trong Bang 1.

Bang 1 - Cac phién ban trong MKV.

STT Phién ban l k R

128
192
256
256
384
512

MKV-128 128

MKYV -256 256

oW INIE
o|~|o |||
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4.2. Cac khai niém va bién déi co’ ban

4.2.1. Cac trang thai

xg | % | %6 | %
x| x| x| X
x3 | x| x5 | x
0 2
.X3 X3 X3 X3 0 1 2 3
X0 X0 X0 X0
% | =t | %2 | o N 5
X1 X1 X1 X1
x2 | x = |
5 5 5 4 o L X 5
X3 X3 X3 X3
0 1 2 3
X6 X6 X6 X6
0 1 2 3
x x x x
= z z = 3 3 3 3
X7 X7 X7 X7

(a) (b)
Hinh 1 - M6 ta trang thai cho qua trinh ma héa va giai ma

cua hai phién ban MKV-256 (a) va MKV-128 (b)
4.2.1.1. Trang thai ma h6a va giai ma
Trong qué trinh ma héa va giai ma, cac phép bién ddi co ban sé cap nhat xau bit X c¢é d6 dai I-bit, xau
nay dwoc goi la trang thai bén trong ctia ma khéi. Trang thai X nay dwoc chia thanh bdn xau w-bit
x%,x1, x2,x3, dwoc goi la trang thai con, nhw sau X = x°||x*||x?||x3. M&i trang thai con x! (0 <i < 4)
duoc biéu dién dudi dang byte nhw sau x' = x||xi|| ... lxt_1, %/ € V5 v&i moi 0 < i < 4,0 <j < t; trong
co t = 4 dbi voi MKV-128 con t = 8 dbi véi MKV-256. Do dd, trang thai nay c6 thé dwoc biéu dién dwdi
dang bang kich thwéc t x 4 véi phan ti co gia tri mot byte. Mbi cot clia bang trang thai chinh 1a biéu dién
mot trang thai con cha X. Cu thé, trang thai dwoc biéu dién trong Hinh 1. D& biéu dién ngan gon cho

trang thai ma hoéa va gidi ma cla hai phién ban nay, trong chuan dung dang téng quat sau:

xg X0 Xg xg
x| x| x| x

10
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4.2.1.2. Trang thai lwgc d6 khéa
Trong lwgc dd khoéa, cac khda vong dwoc 4y ra tir cAc trang thai 21 bit, gip ddi v&i trang thai ma hoa va
gidi ma & trén. Khi do, trang théai trong X sé dwoc xt ly thanh 8 tir w-bit £°, £, £2, £3, £*, £>, £°, £7 nhw
sau:

K= 80| .. ||

trong do £' 1a cac xau w-bit dwgc chia thanh t byte co dang £|| ... || &i_,, £} € Vg v6imoi 0 < i < 8,0 <
j < t. Trang thai nay biéu dién thanh mét bang t x 8 v&i cac phan t& w bit, dwoc md ta bdi Hinh 2. Trong
d6, mdi trang thai K cling sé dwoc biéu dién thanh hai phan K = FLeft)|gcRight ¢ 7, trong a6 Fcleft =

RO\ L1421 43 € V, KRB = £o*| | £°||£5|| &7 € V.

k128 7S [ %5 [ #5 [ 42 | %8 | %5 | %5 | #
A2 [#7 [#1 [#1 [ %% | &
A A CAGA
23 [l [ 22 | £3 |22 [ £5 |48 | #]

MIcv-256 Ry | A5 | £ | A5 | £ | A5 | £S | 43

Hinh 2 - Minh hoa cho trang thai khéa caa MKV-1
4.2.2. Cac bién déi co s& cua trang thai
4.2.2.1. Bién déi SubCells va invSubCells

Bién dbi SubCells xt ly trén toan bd trang thai X € V, bang cach ap dung hop thé s vao tirng byte x!,
dwoc minh hoa trong Hinh 3. Nghich d&o cua bién dbi nay dworc ki hiéu 1a invSubCells, dwa trén hdp thé
nghich dao s~ clas.

11
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Cac hop thé nay dwoc biéu dién dwéi dang Bang 1, Bang 2. Chu y, cac gia tri clia cac bang nay
duwoc biéu dién dudi dang thap luc phan (hex), trong dé gia tri dau ra cia hop thé 1a gia tri giao nhau
gitra cot dwoc xac dinh bdi 4-bit trong sé thap va hang dwoc xac dinh béi 4-bit trong sé cao ctia dau vao.
Vi du, s(0x24) = 0x1C va s~1(0x82) = 0xB4.

Trang thai dau vao Bién déi Trang thai dau ra
SubCells
2 3 1 2 3
xg | xg | x5 | x5 s(x0) s(xo) s(xq) s(xg)
x? xt | x? x3 s(x? s(xi s(x? s(x3
0 1 2 3 0 1 2 3
Xt—1 | Xt-1 | Xt-1 | Xt-1 s(reo1) | sC-1) | sCxg-1) | s(xi-q)

Hinh 3 - M6 ta phép bién déi SubCells

Bang 1 — Biéu dién dang tra bang cta hép thé s
00 | 01 |02 ] 03 [ 04 ] 05| 06 ] 07 | 08 ] 00 | OA | OB | OC | OD | OE | OF
00 | 01 | 11 | o1 | E1 | D1 | Bl | 71 | 61 | F1 | 21 | c1 | 51 | a1 | 41 | 31 | 81
10 | 00 | 10 | E3 | 92 | BS5 | D4 | 77 | 66 | 89 | 38 | AB | 4A | CD | 5C | 2F | FE
20 [ 08 | 5F [ 3E | BO [F@€ c2 [ 83 [ DD | E8 | F6 | 47 | 79 | 95 | 2B | AA | 64
30 | OF | 48 | DO | 29 | A3 | 1A | F2 | BB | 65 | CC | B4 | 3D | 57 | 7E | 86 | 9F
40 | OC | 2A | F4 | 1F | 5B | 90 | EE | C5 | 36 | 6D | 73 | 88 | BC | A7 | 49 | D2
50 0A 3C 18 85 EO 4D 99 A4 B3 5E DA Cc7 72 FF 6B 26
60 | 06 | 76 | CF | A8 | 4B | 59 | 60 | 17 | DC | 9B | 32 | F5 | 23 | 84 | ED | BA
70 | 07 | 67 | 2D | 3B | FA | 8C | 16 | 70 | 54 | A2 | 98 | BE | EF | D9 | C3 | 45
80 | OE | A9 | 62 | 5A | 27 | BF | 34 | 9C | ¥D | D5 | 8E | E6 | 1B | 43 | 78 | cO
90 | 03 | B2 | 87 | c4 | 9D | 6E | 4B | F8 | 7A | E9 | 2C | AF | D6 | 15 | 50 | 33
AO | OD | FB | 56 | EC | 3F | 75 | B8 | 42 | 1E | 24 | C9 | 93 | 80 | 6A | D7 | AD
BO | 04 | E5 | B9 | 7D | 82 | A6 | CA | 2E | 97 | 13 | 6F | DB | 44 | 30 | FC | 58
CO | OB | 8D | 9A | 46 | 74 | 28 | DF | 53 | CB | B7 | FO | 6C | AE | E2 | 35 | 19
DO | 05 | 94 | 7B | DE | C6 | F3 | AC | 39 | 4F | 8A | 55 | 20 | 68 | BD | 12 | E7
EO | 02 | D3 | A5 | F7 | 69 | EB | 5D | 8F | 22 | 40 | B6 | 14 | 3A | C8 | 9E | 7C
FO | 09 | CE | 4C | 63 | D8 | 37 | 25 | EA | A0 | 7F | 1D | 52 | F9 | 96 | B4 | 8B

Bang 2 — Biéu dién dang tra bang ctia hop thé s™1
00 | 01 | 02 [ 03 [ 04 ]| 05 ] 06 | 07 | 08 ] 09 | OA | OB | OC | OD | OE | OF

00 10 00 EO 90 BO DO 60 70 20 FO 50 o 40 20 80 30
10 11 01 DE B9 EB 9D 76 67 52 CF 35 8C 24 FA A8 43
20 DB 09 E8 6C A9 F6 5F 84 c5 33 41 2D 9A 72 B7 1E
30 | BD 0 6A 9F 86 CE 48 F5 19 D7 EC 73 51 3B 22 A4
40 E9 0D A7 8D BC TF Cc3 2A 31 4F 1B 96 F2 55 64 D8
50 9E 0B FB c7 78 DA A2 3C BF 65 83 44 D E6 59 21
60 66 07 82 F3 2F 38 17 71 DC E4 AD 5E CB 49 95 BA
70 77 06 5C 4A c4 A5 61 16 8E 2B 98 D2 EF B3 3D F9
80 AC OF - 26 6D 53 3E 92 4B 18 D9 FF 75 el 8A E7
90 45 02 13 AB D1 2C FD B8 A 56 c2 69 87 94 EE 3F
20 F8 0C 79 34 57 E2 B5 4D 63 81 2E 1A D6 AF cc 9B
BO 23 05 91 58 FE 14 EA co 26 B2 6F 37 ac DD 7B 85
co 8F 0A 25 7E 93 47 D4 5B ED AA B6 c8 39 ic F1 62
DO 32 04 4F El 15 89 9C AE F4 7D 58 BB 68 27 D3 c6
EO 54 03 cD 12 3A B1 8B DF 28 99 F7 E5 A3 6E 46 7C
FO CA 08 36 D5 42 6B 29 E3 97 FC 74 Al BE 88 1F 5D

12
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4.2.2.2. Bién doi MixWords va invMixWords

V&i mbi trang thai dau vao X = x°||x*||x?||x3, phép bién ddi MixWords cap nhat tirng trang thai con x!
qua maot bién déi tuyén tinh dwa trén ma tran cé kich thwéc t x t trén trwdng F,s, dwoc minh hoa trong

Hinh 4. Cu thé, cac gia tri byte trong tirng xau y(0 < i < 4) cla dau ra Y = y°||ly|ly?||y® dwoc xac dinh

Y6 x§
thong qua vécto cot| : | tao bdi phép nhan matran M = (mi_]-)txt voivéctocot| : | xacdinh tie
Vi-1 Xt_q
dau vao x! nhu sau:
yé < M0 o My (e-1) ) x4
Yi-1 Mee-10 * M-1),6-1/ \x{_4

v6i cac byte yf, xf, my ; duogc coi la cac phan tr trén truong Fe voi mei 0 < j,i',j' < (t —1). Chi y, cac
phép toan dwgc thuc hién trén trwdng F,s da dwoc Iwa chon. Nghich dao clia bién d6i nay dworc ki hiéu
la invMixWords. Trong dé,

Doi véi MKV-128, MixWords va invMixWords si dung ma tran 4 x 4 trén F,s twong (ng nhw sau:

0x01 0x02 0x01 0x03
M, = | 0x03 0x07 0x01 0x04

4 0x04 0x0B 0x03 0x0C |
0x0C Ox1E 0x06 0x14

0x14 0x06 0x18 O0x0B
0x0B 0x02 0x0D 0x05
0x05 0x01 0x07 0x02
0x02 0x01 0x03 0x01

M;l =

Doi véi MKV-256, MixWords va invMixWords si dung ma tran 8 x 8 trén F,s twong (ng nhw sau:

0x01 0x04 OxDB O0x0C O0x14 O0x0C O0xDB 0x04

0x04 O0x11 O0x15 OxEB O0x5C 0x24 O0x1D 0xCB

0xCB 0x55 0x38 OxE6 O0xD5 OxAF O0xOD 0x4C

M. = 0x4C O0xDO Ox5D O0x15 0x91 OxF8 O0OxA7 0x16
8 0x16 0x14 O0x18 O0xB5 0x06 0x79 0x30 OxFF
OxFF 0x97 OxEO OxBO 0x66 OxAE 0x8D O0xB1

0xB1 Ox6D OxF6 O0x7D 0x3C OxFB OxCF Ox1F

0x1F OxCD 0x5C 0x72 OxDA 0xB8 OxCA 0xB3

0xB3 OxCA O0xB8 OxDA O0x72 0x5C O0xCD Ox1F
Ox1F OxCF OxFB 0x3C O0x7D OxF6 0Ox6D 0xB1
0xB1 O0x8D OxAE O0x66 O0xBO OxEO 0x97 OxFF
Mol = OxFF Ox30 0x79 O0x06 OxB5 0x18 0x14 O0x16
8 0x16 OxA7 OxF8 0x91 O0x15 O0x5D O0xDO 0x4C
0x4C OxOD OxAF 0xD5 OxE6 0x38 0x55 O0xCB
OxCB O0Ox1D 0x24 O0x5C OxEB 0x15 O0x11 0x04
0x04 OxDB O0x0C O0x14 O0x0C OxDB 0x04 0x01

13
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Trang thai dau vao Bién déi Trang thai dau ra
MixWords
xO X1 x2 x3 yO yl yz y4
X e ¥
l l l l 0<i<4 l l i !
(Yi=Mx,0<i<

X0 X5 x§ x5 2) Yo Yo ¥6 Yo
x5 x3 x3 x3 yP yi yi yi
x?—l xtl—l xtz—l xt3—1 yto—l ytl—l )’1:2—1 yl:3—1

Hinh 4 - M6 ta phép bién déi MixWords
4.2.2.3. Bién déi Xwords
Bién dbi nay cap nhat trang thai dau vao X = x°||x!||x?||x3 bang cach cong XOR c&c trang thai con v&i

nhau dé nhan gia tri cho trang thai tiép theo Y = y°|ly*|ly?|ly® dwoc xac dinh trong Hinh 5.

Trang thai dau vao Bién d6i Xwords Trang thai dau ra
xO Xl x2 x3 yO yl yZ y4—
yO — Xl @ x2 @ X3
1_ .0 2 3
l l ! l y=x @x"Dx l ! ! !
y2 — XO @ xl @ X3
3 0 1 2
V> =x"Px Px
xg | % | % | %3 R Yo Yo Y6 Y5
xp | x| x| xf Vi yi yi yi
x?—l xl}—l xt2—1 xt3—1 yto—l 3’1:1—1 ytz—l }’t3—1

Hinh 5 - M6 ta phép bién déi MixWords

Cha y. Bién dbi nay cé tinh chét tw nghich dao. That vay, tlr céng thirc clia XWords, ching ta ciing ¢o:

14
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4.3. Ham vong

Bién ddi ham vong F, bién dbi trang thai dau vao X € V, thanh trang thai diu ra Y € V, dwa trén cac bién

ddi SubCells, MixWords, XWords va cdng XOR khéa vong X = K°|| K1 € V,, v&i K°, K € V;, nhw sau:
Fi:Vy XV, —V,
XKOxKLX) Y

trong do,

Y = XWords (SubCells(MixWords(SubCells(X & X)) @ %))

Ham invF,. Pwoc thyc hién dwa trén cac bién ddi invSubCells, invMixWords, XWords va cong XOR

khoa vong = K°|| K1 € V,, v&i KO, K € V,, nhw sau:
invk;: Vo XV, — 1
XKOKLX) »Y
trong dé,
Y = invSubCells (invMixWords(inSubCells(XWords(X)) @ %)) @ X°

Hai qua trinh nay dwoc minh hoa trong Hinh 6.

Trang thai dau vao Trang thai ddu vao
e ,‘ ‘7{‘0 y
XWords
SubCells invSubCells
MixWords
< K1
A 4
eBd— K1 invMixWords
SubCells mvSubCells
XWords D« x°
y

Trang thai dau ra

Trang thai dau ra

Hinh 6 - M6 ta ham vong va nghich dao qua céc bién d6i trang thai
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4.4. Quatrinh ma héa

Dé& ma hoa mét ban rd I-bit P thanh mét ban ma I-bit €, qua trinh ma hda ctia ma khéi MKV-1 thuc hién
R 1an 1&p ham vong F; két hop cong x6a trdng sau khi thwc hién 18p cac ham vong. Cu thé, qué trinh nay
st dung R khéa vong cé do dai 21-bit, K; € V,;(0 < i < R), va mot khda lam trang Kpost € Vi dugc sinh

b&i lwoc dd khoéa tir khéa chinh K aster- Khi 6, qué trinh nay dwoc xac dinh béi cong thirc sau:

€ = Enc;(Kimaster: P) = Fi (Kr-1, Fy (K2 (o Fi (K, P)) ) ) @ Hipost

SubCells

y

MixWords

Pe—| x¢

A
SubCells

SubCells

!

MixWords

A

SubCells

P—| xi

Hinh 7 - M6 ta qua trinh ma héa qua cac bién déi trang thai
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4.5. Qua trinh giai ma

D& giai ma mot ban ma [-bit € thanh mdt ban rd [-bit P, qua trinh gidi ma ctia ma khdi MKV-1 18p lai R 1an
ham vong invF; ciing st dung R khoa vong X; € V,;(0 < i < R) va khoa lam trang ,0s¢ € V; gibng nhuw

qua trinh ma héa. Khi do, qua trinh nay dwoc xac dinh b&i cong thirc sau:

P = Dec;(Kmaster, C) = invF, (KO; invF (7(1' ( ,invE) (KR—l’ cCd Kpost))))'

Ban ma

XWords

Y

nvSubCells

69‘7 Kr-1

L J

¢ KR—l
invSubCells

GB‘* KR-1

A\

|

XWords

Y

invSubCells

D—| x

v
invMixWords

Y

invSubCells

b—1 «

Y

Ban ro

Hinh 8 - M6 ta qué trinh giai ma qua céc bién déi trang thai
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4.6. Lwoe do khoa

Lwoc dd khoa cla ma khéi MKV-I si dung mét bién dbi trang thai cla khéa, dwoc goi la bién dbi
UpdateKS;. Bién déi trang thai nay thwc hién cap nhat dbi véi trang thai khéa cé kich c& 2I-bit K =

KLeft|| K Right € v, cia vong nay dé 14y ra khoa clia vong tiép theo theo cac buédc nhw sau:

- Bwére 1:(Khéi tao) Trang thai khoa ban dau K, sé dwoc khéi tao tlr khoa chinh Ky aseer 01 VG truedng
hop khéa 21-bit va tir khda dwoc bo sung déi voi trrdng hop con lai nhw sau:
20 ... |7 treomg hop Kmaster = 2°|| - 127 € Vy
Ko = { £°|| ... |Ik*|| £°|| #2|| %3 truonghop Kpmaster = £°| ... k5 € Vay,
O 12310 ... || #3 truomg hop Kmaster = £°|| - 123 € V,
- Bwée 2: (Sinh cac khdéa vong) Chang ta nhan dwoc cac khéa vong K;,i = 0,1,...,R — 1 va Kpo t

khéa dwoc sinh ra trong qué trinh cap nhat trang thai khoa b&i ham UpdateKS; dwa trén cac hang sb

Right
i

vong Constet Const c6 gid tri 21 bit c6 phu thudc cac chi sb vong i, dwoc xac dinh nhw sau:

{ Constheft = (2i),,
RIBN — (20 + 1)y,

Const;

Bién dbi nay cap nhat trang thai khoa 21-bit tai vong i véi dau vao la trang thai tai vong trwdc do K;_, =

KLt K8 € v, cho ra trang thai m&i tiép theo K; = K[|k "™ dya trén hing s6 21-bit Const; theo

cdng thirc sau:
UpdateKS;[Const;]: Vo, — Vy;

(efnRE™) v (et e
trong do

Kleft = F, (0, F; ((Const ¥&™, Kfffht))

K[ = KLt @ Fy (0, Fy(Constlelt, k1f))
v&i F; la ham vong. Xem m6 ta Hinh 9.
Thuwe hién R 1an cap nhat ta cé cac gia trj trang thai khéa K, K4, ..., Kz. Khi do, cac khdéa cho qua trinh ma
va giai ma Ky, ..., Kr—1 € Vo1, Kpost € V; dwgc xac dinh nhu sau:
Ko = (K IK3) = Ky 1K)

Righ
Ky = (KKD) = (K, &Ky

Right )
.‘Ki = (j(iollj(‘il) - (Kl 1g ”Kilflft)’z <i<R
Right
Kpost = ng

18
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Left .
Ki_el KlR_lfht

Constreft i l

Right
Const;
_’,
Fl Fl
0 F Fy 0
KiLeft KRight

4

Hinh 9 - Bién d6i UpdateKS;[C] trén trang thai khéa
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PHU LUC A Véc to kiém tra cho MKV

A.1. Phién ban kich c& khoéi 128-bit

A.1.1. Trerong hop khéa 128-bit:

Banro :
u8 X[6] ={

0x11, 0x22, 0x33, 0x44, 0x55, 0x66, 0x77, 0x88,
0x99, OXAA, 0xBB, 0xCC, 0xDD, OXEE, OxFF, 0x00

h

Khéa chinh:

u8 MasterKey[] ={
0x01, 0x02, 0x03, 0x04, 0x05, 0x06, Ox07, 0x08,
0x09, 0x0A, 0x0B, 0x0C, 0x0D, 0x0E, OxOF, 0x11

h

Khéa vong nhan dwoc qua lwoc do khoa:

Kee: 01 02 o3

Ko1l:
Ko2:
Ko3:
Ko4:
Ko5:
Ko6:
Ko7:
Ko8:
Ko9:
K10:
K11:

eD
05
D6
BB
6C
AE
1A
B9
3E
BA
2B

K_post:

96
6F
26
BE
Bl
BF
6D
E5
45
7F
4D
5B

E3
4B
AD
38
7B
06
25
40
29
68
FA
40

Trang thai 128-bit cap

Vong 1
1.AddRoundKey:
2.SubCells:
3.MixWords:

4 .AddRoundKey:
5.SubCells:
6.XWord:

Vong 2
1.AddRoundKey:
2.SubCells:
3.MixWords:

4 .AddRoundKey :
5.SubCells:
6.XWord:

vong 3
1.AddRoundKey:
2.SubCells:
3.MixWords:

20

04
D1
9A
46
EF
9E
AC
63
FC
OE
9F
61
A6

05
96
95
28
FA
1F
43
A6
F1
Fo
56
28
BF

10
00
oB
06
71
44

41
2A
5E
88
FD
9B

20
08

06
32
33
c7
E9
7C
F1
32
OF
47
12
ccC
12

20
08
o7
91
B2
1E

71
67
D8
FE
B4
CB

75
8C
7C

o7
6A
CA
1B
03
Cc4
15
39
eD
EO
F6
1D
50

08
)
5B
B9
80
AF
1E
02
EOQ
B7
c4
7E
Bl

09
83
6D
14
B8
12
Al
94
CF
c2
49
A8
E8

nhat qua

30
oOF
15
Fé
25
08

43
1F
ca
69
9B
6B

53
85
Bl

40
oC
22
F3
63
69

F3
63
60
26
83
6F

80
OE
F9

50
OA
13
85
BF
8A

1F
FE
BD
95
6E
08

F2
4C
4B

0A

15
DC
E5
B8
3B
F4
Do
F7
coe
98
BA
9A

oeB

EF
9B
A9
9E
73
E5
cé6
D7
6D
27
oC
89

ocC
29
6A
5B
BO
D3
27
23
02
48
AB
E2
4F

ep

34
7E
4B
OA
E4
DB
61
eD
56
9A
FE
39

cac vong:

60
06
33
01
11
BD

8E
78
D6
11
10
6F

86
34
A2

70
o7
5D
37
BB
96

5C
72
Fo
E2
A5
55

56
99
BB

80
OE
FC
3A
E4
EE

B5
A6
01
B8
97
7B

FB
52
80

90
03
00
83
5A
6F

02
91
DB
CF
19
7F

c7
53
15

OE
37
CE
64
B5
36
99
6B
64
FB
63
DC
F4

Ao
eD
OE
1B

E6

3A
E4
S5E
BB
DB
A4

1C
CcD
F1

OF
AB
62
40
93
13
69
A9
DF
76
FE
F7
F4

Bo
04
00
EF
7C
51

CA
Fo
A7
OE
31
c1

5F
26
95

11
0A
A7
E1l
42
CF
FD
cc
79
74
29
AE

5B 9D

co
0B
05
2C
95
9F

F5
37
36
6D
84
68

D8
4F
00

Do
05
38
oC
Al
94

EA
B6
E8
A3
EC
8A

80
OE
9E

EOQ
02
48
7F
45
ES

27
DD
74
10
00
7F

CA
Fo
85

Fo
09
co
62
CF
E2

80
oF
1D
5D
FF
oF

9C
D6
1A

11
10
58
52
18
12

B5
A6
OE
EF
7C
90

D2
7B
c7



4 .AddRoundKey: (€@ CD CA 67 54 DE 7F 2F 07 CA E6 D3 7A B3 09
5.SubCells: OB E2 FO 17 EO 12 45 64 61 FO 5D DE 98 7D 21
6.XWord: 19 9F 39 4B F2 6F 8C 38 73 8D 94 82 8A 00 ES8
vong 4
1.AddRoundKey: B7 20 3F E7 B1 9E 99 26 D2 79 71 A5 51 99 81
2.SubCells: 2E 08 9F 8F E5 50 E9 83 7B A2 67 75 3C E9 A9
3.MixWords: 1B BF 5B EB 02 2C B2 56 EC 06 6B 3D 72 oC DB
4.AddRoundKey: ©1 D2 7E 88 A4 1E 8B 54 78 D6 AD 1E 13 67 72
5.SubCells: 11 7B C3 FD 3F 2F E6 EO 54 AC 6A 2F 92 17 2D
6 .XWord: F9 94 Al 13 D7 CO 84 OE BC 43 08 C1 7A F8 4F
vong 5
1.AddRoundKey: 40 71 E1 EF 26 CF 89 EE 73 B4 DF C3 77 9C 90
2.SubCells: 0C 67 D3 7C 83 19 D5 9E 3B 82 E7 46 70 D6 03
3.MixWords: 95 02 B8 9C ED 1A 01 76 39 6A EC 41 47 91 E7
4.AddRoundKey: AB 47 91 92 1D 5D E1 C1 FB AA 81 @9 11 6A 91
5.SubCells: 93 C5 B2 87 5C FF D3 8D 52 C9 A9 21 10 32 B2
6.XWord: 1E 04 C8 7F D1 3E A9 75 DF ©8 D3 D9 9D F3 C8
vong 6
1.AddRoundKey: A4 7B A@ EO 87 2C 5F Bl 96 90 F4 72 07 90 36
2.SubCells: 3F BE @D ©2 9C 95 26 E5 4B 03 D8 2D 61 03 F2
3.MixWords: 63 03 6F 76 BF D6 29 1D E2 B8 83 D4 oD 4A 28
4.AddRoundKey: 48 4E 95 17 97 1A 34 63 4A 02 8F 36 F3 96 DF
5.SubCells: 36 49 6E 66 F8 AB A3 A8 73 91 CO F2 63 4B E7
6.XWord: E8 71 84 3C 26 93 49 F2 AD A9 2A A8 BD 73 @D
AddRoundKey : B3 31 22 83 34 C3 F8 1A 37 20 65 91 49 87 56
Ban ma: B3 31 22 83 34 C3 F8 1A 37 20 65 91 49 87 56 Al
A1.2. Trwong hop khéa 192-bit
128-bit ban ro:
u8 X[16] = {
Ox11, ox22, ©x33, ox44, Ox55, ox66, Ox77, 0x88,
0x99, OxAA, OxBB, oxCC, oxDD, OxEE, OxFF, 0x00
s
Khéa chinh:
u8 MasterKey[] = {
Ox01, Ox02, 0x03, Ox04, Ox05, Ox06, Ox07, Ox0O8,
Ox09, Ox0A, Ox0B, 0x0C, OxeD, OxOE, OxOF, 0x11,
Ox12, 0x13, 0x14, oxl1l5, 0x16, Ox17, ox18, Ox19
}s
Khéa vong nhan dwoc qua lwoc do khoa:
KOo: 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OE OF 11
Kol: 7B 3A 4E 09 7B AO@ DC 30 DE 75 FE 23 3F 07 75 E3
Ke2: 73 C3 E6 42 78 A1 7C AD 30 BC 8A 60 75 FE BC 4E
K@3: 76 96 76 6B F7 D5 B7 CE 8E FB 2D OC F5 84 71 2A
Ko4: AO AD 2D A4 B6 EA EB 64 42 63 33 88 28 39 6B A4
KO5: 50 09 D3 C2 4B 0B B1 00 OA 4C D2 84 DE 14 84 66
Ke6: 1D 20 13 F8 EO B2 AD 3B 8B 72 DA 16 ED EE FE 1F

08
F1
AD

50
0A
A4
68
DC
32

4B
88
95
El
D3
2B

02
91
B9
17
66
3C
Al

TCVN XXXX:2024
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Ko7: DE 80 OA A5 D3 12
Ke8: 04 52 oD 51 10 1C
Ke9: 12 6C B6 39 53 B2
K10: 87 C1 86 C2 C2 66
K11: 6B 70 A7 45 F9 17
K12: BO 7C 4C 82 09 CA
K13: 7E 71 EB B8 DA 06
K_post: 8A EA 8B Al OE
Trang thai 128-bit cap
Vong 1

1.AddRoundKey: 10 20
2.SubCells: 00 08
3.MixWords: 0B 07
4 .AddRoundKey: 70 3D
5.SubCells: 07 7E
6 .XWord: AF A8
Vong 2

1.AddRoundKey: DC 6B
2.SubCells: 68 F5
3.MixWords: 5C 23
4.AddRoundKey: 2A B5
5.SubCells: 47 A6
6.XWord: 46 01
Vong 3

1.AddRoundKey: E6 AC
2.SubCells: 5D 80
3.MixWords: 05 36
4.AddRoundKey: 55 3F
5.SubCells: 4D 9F
6.XWord: 98 68
vong 4

1.AddRoundKey: 85 48
2.SubCells: BF 36
3.MixWords: 33 92
4 .AddRoundKey: ED 12
5.SubCells: C8 E3
6 .XWord: A4 FB
Vong 5

1.AddRoundKey: A@ A9
2.SubCells: oD 24
3.MixWords: B4 70
4 .AddRoundKey: A6 1C
5.SubCells: B8 CD
6.XWord: 07 16
Vong 6

1.AddRoundKey: 80 D7
2.SubCells: OE 39
3.MixWords: 60 BE
4 .AddRoundKey: ©B CE
5.SubCells: 51 35

22

88
4F
B4
35
7B
E7
7C
51

nh

30
oOF
15
5B
c7
59

BF
58
4E
38
65
CE

E3
F7
50
83
5A
D6

c5
28
EF
E5
EB
FD

Fo
09
64
D2
7B
DA

5C
72
56
F1
CE

22
09
8E
7C
7E
OF
BO
22

at

40
oC
22
2B
79
Fé

B4
82
CB
Ao
oD
4B

EF
7C
Bo
72
2D
F4

oC
Al
4F
EA
B6
54

05
Bl
2E
17
66
BC

7E
c3
47
02
91

4E
28
25
7A
99
65
F9
6E

qua

50
OA
13
68
DC
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A.1.3. Trwrdng hop khéda 256-bit

128-bit ban ro:
ug X[16] = {

Ox11, ox22,
0x99, OxAA,

s
Khoéa chinh:

u8 MasterKey[ ] = {
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ox12, Ox13,
ox1A, Ox1B,

}s
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A.2. Phién ban kich c& khéi 256-bit

A.2.1. Trwdng hop khéda 256-bit

256-bit ban ro:
ug X[32] = {

ox11, ©x22, o0x33, o0x44, 0x55, ox66, 0x77, 0x88,
0x99, OxAA, OxBB, ©xCC, oxDD, OxEE, OxFF, ©x00,
ox11, ©x22, o0x33, o0x44, 0Ox55, ox66, Ox77, 0x88,
0x99, OxAA, ©xBB, oOxCC, oxDD, OxEE, OxFF, 0x00

s

Khoa chinh:
u8 MasterKey[] = {

0x01, 0Ox02, Ox03, 0x04, Ox05, Ox06, Ox07, 0Ox08,
Ox09, Ox0A, Ox0B, 0x0C, OxeD, OxOE, OxOF, 0x11,
ox12, ox13, ox14, ox1l5, ©oxl6, ox17, ox18, 0x19,
Ox1A, ox1B, ox1C, ©x1D, ©x1E, Ox1F, ©0x22, 0x23,

}s

Khéa vong nhan dwoc qua lwoc do khoa:

Koo:
Ko1l:
Ko2:
Koe3:
Ko4:
Ko5:
Ko6:
Ko7:
Kos8:
Ko9:
K10:
K11:
K_post: 0604FB69603202363D4DEAEC1E7DA30CB865E2557A210EFO64ED3ECA3CFC65C3

0102030405060708090A0BOCODOEOF1112131415161718191A1B1C1D1E1F2223
76368C1BC3DDC4F2BCF2A54A3C85118A97D64BB3CF850B8515981001CA34B469
F32BE9C6475D22B2ABE501737966F40B002F89CCB4DCAO1A1CB7F556C57C71B0O
©C80CE24AB11D29C98C111711F2CBE1A28DAC73F740672043954D9C85CD9B195
3EF30A853F19CDA61BDA23FECF5D7580F954305623CA4514A669D1F27509881C
89BD87E8F6AA9F7A29D0OD39505510FDDD35BD355094250154ADD5D348575EC82
F84B92DD2CB4B952D036B5906DF690FBDO1FCBCD24871DF6E021D5A70F43AD30
AF50D62B5D2DFDO580A20B34F6573F85978A8367DOECD62C4D447B39FA984C86
8FFA10E8FBB876119C943352CB28C29ECCCAOF1183D8C2D48CB4E240A74D6COD
ED6736E666CF9A4B730832133114D2C18997E45CB31D3880CF8FD7DOD96DEOAS
F491BBB533F98DED821E128BAA65ADEODO75B3269D7119EAF24DDEA519D8BOAE
C6A15E895EDD3AO88EOG352ECD36606038E34C5219B93CF45012B9C7E9CEE241E

256-bit trang thai duwgc cap nhat qua cac vong:
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3.MixWords: CAD8632769B0D425B7CF228040572FDDFE4C43764014C861EB6CEB186F86CC57
4.AddRoundKey: BCEEEF3CAA6D10D70B3D87CA7CD23E57699A08C58F91C3E4FEFA4FB19A5B2783E
5.SubCells: 449E7C57C9840039517E9CFOEF7B86A49B2CF128C0OB24669B4D8523875B95486
6.XWord: 7E8A3FEQ5A70944B6B6ADF477C8F12D6A138B29F5346D21B8ECC118FE64DCOF4
vong 2

1.AddRoundKey: 8DA1D6261D2DB6F9CO8FDE3405E9E6DDA1173B53E79A7201927BE4D92331B144
2.SubCells: 43FBAC835C2BCA7FOBCO12A3B1405DBDFB663D858F2C2D1187BE698ABO48ESSB
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Ban m3:

17ABF4EE275C844C2E21B3BD37673BE89CF8ES5FC23FC2BCA2CF55B928E120B48
1B2B3ACA8C4D56DOB6EOA2CC284B85F2B42222C357FA59CE15A1825AD2CBBADD
4A79E4FO1BA79905CA0256AEE888BFA4C823E3E46A41D5E35D4FB62DA7B6C6FBD
9CC70A3237F98EC41CBCB86CC4D6A88D5480D084884349F402458C185732787C

A23400B708E0436207669B920B8BDDODADDAEOD2AB89OCEOA42C5DEA223BFO60
56A3012EF1021FCF6160AF8751E6BD416AC6027B93D5A1023F95FFB63E3D0906
D7D4EC565C68A1B01E438548FADD5A93D413610D96868CODC3COEA8C72E238F4
5E696BBEAAC23ECA379356DDFF8C554E0748B2589FC4DC888914B7B8F797D476
6BO9BF5FCC99A86FOBBC499BD8B1B4D496136B9B3337468FDD5B52ES7EAF8C616
OF470E995297E3A2DF1862D81016281BO5SEA42D6A8790DAFB169D5F271F5A344

F70C9C447E235AF00F2ED7487DEOBSEOD5F5891B8CFE1059514800557EB6OE74
EAA1D65BC3BODAO981AA3936D9029702F337D54A1BB40O5E3C36014DC3CA31FA
EO8B6OE28761A734018A964F93725E81ECFAC182B078143FFD88C88751ACCOAC
46DBB6CSODA4C5A3181289D7B652561047B7042E56094C213BOCCB3BEAB34852A
EE20CAB755BCDA48A9E815BE59C276D1BEQ7F4EBO69DO9A9204AE7DFCI93A3BF47
13419CA9CCFC5304548943A0C082FF9D4366A2F59FDD13DEFOCF2BE2OAE3360B

9CBB8C4137442515C81D70F20BAA3DO38FACADE41CO5D10A757BCOA2ADAESAQ6G
D6DB1B2ABB5BC2D4CB5C074C51C97EE1CO806A69CDB194C18CBEB7566AD7DA71
0482160E19295E9159EQEA68F4COAE48A15006C74089E799B96D2C8C9C3E89CC
EOE520E87FE6C4DA2AES8D87BC5DD7C8928C7E29BF394DF1976E2FB5C45536969
40EB0822455D745547224FBE28BDEFD5E853A5AF639DE73816A5527290859B98B
BO9D4B863DBA59376BE1DFFFFB64508F6116C15EEFD65001BEFOAE2330E7D7CBS8

4D4503D6E85C1E9B3CO3ED741C20A516C119A6C8601419F11DD73C9617A5CC16
A790E1AC22722FAF57E1C8FACDO875778D38B8CBO6B538CE5C39574B6675AE77
496E42B1BO04F0693B9C1EE430921F206787024C3C11371913DDC757843EDD668
8FCF1C38EE923C9B37C2BCAFDA47F405F644E1E25A80BED43CF7E9Q6DFO3F276
CO19CD659E8757AFBB9A44AD55C5D8B1255BD3A5DAGEFCC657EA4071E7E14C16
C92BD779682A6861B2A85EB1A368E77F2C69C9B92CA3C3085ED85A6D114C73D8
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A.2.2. Trwong hop khoa 384-bit

256-bit ban ro:
u8 X[ 32] = {

ox11,
0x99,
ox11,
0x99,

}s
Khéa chinh:

u8 MasterKey[ ]
ox01,
0x09,
ox12,

26

ox22,
OxAA,
0x22,
OxAA,

ox33,
OXBB,
ox33,
OxBB,

ox44,
oxCC,
ox44,
oxCC,

OX55,
oxDD,
OX55,
oxDD,

0X66,
OXEE,
0X66,
OXEE,

ox77,
OxFF,
0x77,
OxFF,

0x88,
0x00,
0x88,
0x00

= {

0x02,
Ox0A,
ox13,

0x03,
0x0B,
ox14,

ox04,
oxecC,
ox15,

0x05,
oxeD,
ox16,

0x06,
OXOE,
ox17,

ox07,
OXxOF,
ox18,

0xes8,
ox11,
0x19,
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Ox1A, ox1B, 0x1C, ©x1D, ©Ox1E, Ox1F, ©x22, 0x23,
Ox01, Ox02, O0x03, Ox04, Ox05, Ox06, Ox07, Ox08,
0x09, OxOA, Ox0B, Ox0C, Ox0D, OxOE, OxOF, O0x11l

}s

Khéa vong nhan dwoc qua lwoc do khoa:

Koo:
Kol:
Ko2:
Ke3:
Ko4:
Ko5:
Ko6:
Ko7 :
Koe8:
Ke9:
K10:
K11:
K12:
K13:

0102030405060708090A0BOCODOEOF1112131415161718191A1B1C1D1E1F2223
35F234E762094BEF7F90057BA12E56DB20433885F9B4AD6F4C21BE29EF6F297D
BOEF513AE689ADAF6887A142E4CDB35AB7BAFAFA82EDO6FO450ES5B7EEQ27ECA4L
2C4CO7A264BE2819A215173CF2CE25E75089327A607CE3 FB2AOABAAAAC3D3BDC
AOB4380ABD7ES8AEECB1B822E89F5A29E2C120E5D73846E855425AC84617F4E11
5A0B2120D46402B490F893EODFB9C510CA5DD633E336BF798292CC653F96AD40
072C7AC69A1E9F1FO60A5104EESF6B92FC3FF8DFOA2E895A8CFD616B8BE38DD5
E95745D944897593CCD2A65A38CE7E717475CDE189A2B24B253DDC387BAF2955
440362C7663017E46BC67A10FOAE315A42555EFBA21EDO97EAB6A18BB97DBD41
91D39F3EA84C23EA105A504B3A99542D5221A1478562401A75C4D374C615A2C9
1F99B21A7E4E43DE1EB130A4764C1D57B62D2A5C4E4549CA8FC1138993AD00O52
30B1180C9FB294B5011CBBB5725847AFCO90EFASA1C13A52AE3998A369EFOB31A
44176BBC496077BFFBO6F FEBDCAOO9C85CBE4FE3478982430F13FEC2D8BAFOFD
71B03957A4C3FC8E51A59BE7572AA8BA0O4BECIOEB81588496C270FC7E7A96F8F

K_post: 33DAA26C488F2C679F520A4ABES8D86AB7CB1237403703C5B5338C97EBE42F97F

256-bit trang thai duwoc cap nhat qua cac vong:

Vvong 1

1.AddRoundKey: 102030405060708090A0BOCODOEOF0110331275143716F9183B1A7D1C3F1DD23
2.SubCells: 0VO8OFOCOAR6070EO30D040BO5020910E148DD3C1F67BAB25AES5429446CEBDBO
3.MixWords: CAD8632769B0OD425B7CF228040572FDDFE4C43764014C861EB6CEB186F86CC57
4.AddRoundKey: FF2A57C0OOBB99FCAC85F27FBE1797906DEOF7BF3B9AO650EA74D553180E9ES2A
5.SubCells: 8B47A40B511333FOCB26DD52D3A2A2711281BE63130D593142A74D480OE40OEB47
6.XWord: 9BOO2E79CEEF1007DB6157204C5E818602C634118CF17AC652EQC73A91BCC8BO
vong 2

1.AddRoundKey: 2BEF7F432866BDA8B3E6F662A89332DCB57CCEEBOE1IC7C3617EE9C44719B2414
2.SubCells: 797CA451FE860301E7D5D25CF1EC4DO68A6EF351431CDEFF2669ED65B67AF1CB5
3.MixWords: 61417A501052793E25C95D21A6952D5EE6DEA97BFF2A650BD994A0F577771057
4 .AddRoundKey: 4DOD7DF274EC512787DC4A1D545B08B9B6579BO19F5686FOF39E1ASFDB4A2B8B
5.SubCells: A741D94CFA3A3CDD9C68735CEOC7F113CAA4AF11339934096350AB26207379E6
6. XWord: 359C776BF32DBCFCOEBS5DD7BESDO7132587901363A8EB428F18D05012964F9C7
Vong 3

1.AddRoundKey: 95284F614E533612C5AE5F556025D3AC746BOF6B490ADAADASA8A985481BB7D6
2.SubCells: 6EE8D2764985F2E328D7264D06C2DE8OFAF581F56DC1556A751E24BF364A2EAC
3.MixWords: ©1A5338DBE47B14A3AAF587C88F2056626C593BADOC182C4410C1411COAC24ES
4 .AddRoundKey: 5BAE12AD6A23B3FEAA57CB9C574BCO76EC98458933F73DBDC39ED874FF3A89A5
5.SubCells: C7D7E36A32BO7DB4C9A46CD6A4880B163A7A90D529EA7E3046504FFA8BEAD575
6.XWord: B58EB3F90686A053BBFD3C4590BED6F14823C0461DDCA3D734091F69BFD20892
vong 4

1.AddRoundKey: B2A2C93F9C983F4CBDF76D417EE1BD63B41C389917F22A8DB8F47E0234318547
2.SubCells: BO56B79FD67A9FBC30EA842AC3D330A882CD65E9664C474397D8C391A348BFC5
3.MixWords: 6706C9C343940B94A684CC7FE7771BE4BD4151F2644EFE71C301942FD12C42AC
4 .AddRoundKey: 8E518C1A071D7EQ76A566A25DFB96595C9349C13EDECAC3AE63C4817AA836BF9
5.SubCells: 783C1BAB615CC361329932C2E713596EB7A3D692C83ABCE45D573666C95AF57F
6.XWord: D86DD236E67310F592C8FB5F603C8AFA17F21FOFAF156F70FDO6FFFBAE7526EB
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vong 5

1.AddRoundKey:

2.SubCells:
3.MixWords:

4 .AddRoundKey :

5.SubCells:
6.XWord:

Vong 6

1.AddRoundKey:

2.SubCells:
3.MixWords:

4 .AddRoundKey :

5.SubCells:
6.XWord:

vong 7

1.AddRoundKey:

2.SubCells:
3.MixWords:

4 .AddRoundKey :

5.SubCells:
6.XWord:

AddRoundKey :

Ban ma:

9C6EBOF180430711F90E814F9092BBA055A741FAEDOBBFE717BO5E70F7089BAA
D6EDO4CEQE1F61107F31A9D20387DBOD4D422AD8C851588F66046BO7EAF1AFCYO
B5ED57810CCD2D56589A6EEBBAE4CODOFAS527E5E3F686264B2DD2D76A168844
243EC8BFA4810EBC48CO3EA0807DSDF4A8B486A26694C63C3EESO1A3ACO32A8D
1C86CB583FA93144360B860DOED915D81E823456609DDF57864011EC80E14743
AEC9A3B7EEA58DCC8444EEE2DFD5A950ACCD5CB9B19163DF340F790351EDFBCB

B15011AD9OEBCE129AF5DE46A999B4071AEQ76E5FFD42A15BBCE6ASAC240FB99
E50A106A031435E32C3712EE24E98261AB0216EB8BC647D4DB35328ESAOQCS52E9
1CCDDAOCAB634412CF84A78BBBB496CB64553B2F61EA3A974121616BD3DC6964
2C7CC20034D1DOA7CE981C3EC9ECD164AD5BC1757DF99FBDA2BSEB5DAD2CDAYE
95EF9A01A3940542357ACD86B73A944E6AC78D8CD97F3330569714FFA79555C3
©92A54F5CODOF2BDA9BFO372DD7E63B1F6024378B33BC4CFCA52DAOBCDD1A23C

4D3D3F4980B0850252B9FC9901DE6A79AABCOCOBF4B2468CC54124C9156B52C1
A77E9F6DOEO4BFO911813F9E9111232A2C944A1AFD8BOEE1B282A1CB7D4F5188D
8C4DA67CBA8D63474412D951D1010413513DD5DEBCCESFAFOF9974C4AC29ED17
FDFDOF2B1E4E9FC915B742B6862BACA95176394004DBD70663BE7B034B808298
969633792F4933B7D42EF4CA347980243C16CCOCD1203971A8FCBEE1880E627A
40C486276D57DB2F027C4194766768BCEA447952933ED1ES7EAEOBBFCA108AE2

731E244B25D8F7489D2E4BDECSEAEE1796F55A26904EEDB22D96C2C17452739D

731E244B25D8F7489D2E4BDECSEAEE1796F55A26904EEDB22D96C2C17452739D

A.2.3. Trwong hop khoa 512-bit

256-bit ban ro:
u8 X[32] = {

ox11,
0x99,
ox11,
0x99,

}s
Khoéa chinh:

0x22,
OxAA,
ox22,
OxAA,

0x33,
OxBB,
0x33,
OxBB,

ox44,
oxCC,
ox44,
oxCC,

Ox55,
oxDD,
0x55,
oxDD,

0x66,
OXEE,
0x66,
OXEE,

ox77,
OxFF,
ox77,
OxFF,

ox88,
0x00,
ox88,
0x00

u8 MasterKey[ ]

= {

0x01, 0x02,
0x09, OxOA,
0x12, Ox13,
Ox1A, ©Ox1B,
0x01, 0x02,
0x09, Ox0A,
ox12, ox13,
Ox1A, ©ox1B,

0x03,
0x0B,
ox14,
ox1C,
0x03,
0x0B,
ox14,
ox1C,

ox04,
oxecC,
ox15,
ox1D,
ox04,
oxecC,
ox15,
ox1D,

0x05,
oxeD,
ox16,
ox1E,
0x05,
oxeD,
ox16,
ox1E,

0x06,
OXOE,
ox17,
Ox1F,
0x06,
OXxOE,
ox17,
Ox1F,

oxoe7,
OXOF,
0x18,
ox22,
oxe7,
OXxOF,
0x18,
0x22,

0x08,
ox11,
0x19,
0x23,
0x08,
ox11,
0x19,
ox23

}s

Khéa vong nhan dwoc qua lwoc do khoa:

Koo:
Ko1l:
Ko2:
Ko3:
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0102030405060708090A0BOCODOEOF1112131415161718191A1B1C1D1E1F2223
ODFA1AFCF24D9EA6B8474CEFOCES50882B0O4ES558844923E7AA7345C12635FOFDA
88E77F2176CD78E6AF50E8D64906EDO327B797F73FCBO95ES5AE1BB9456C17CAQ3
FADF391182528BDA63D44334982F1C8F1662CBD79C2E80604988D1EACO883849
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82F06BA656BSESBFBD4872135B02FCBA87220A3D363DE740F0479A7995945A84
25836B891DF51DD69E785DD16F94755D6C218481E5BBDO8F198171C762DCDE7F
AF71C99CAD941146323BC475F55F60DFBBOF 3E64BD2CC2C30EBDBDDFO4903C15
3CEF690AF2854AB37A3DC5555FD46D2F5F0317E4CCA38F3430B422F765069B41
0193618BOF9951A56F606764733FF303E7782E20AB39386FE69EC472B8518398
7F1BF79313C8DO9ACBB887D89F7EQ89A5BD630C3AE236155C7BO85BD647AAC3A
1E1EFEA70626C728C704C66A16093572CF3AODFED543E93DF76DA4860C77D161
14C16EO6F4B2201E95C46CC5109FD24F59B1A0AFB2F9151196EC27ECB8OF1309
BC10EB16E662D7D75B9D7558AD3512B898E08432289B258CCED26EO4E85A9CF4
5357BB918766EE5DD44EB514C5A982031FEA67AFB2BFE9BOO5FO7FO9EOCDCES53
K14: C47B3ABD145394EDF720AD2B74636F1F8033C7D5B59A0B1394280D4BFC871F82
K15: 2CA2C80D745DBF608D6A1COB50B978498718FCFA35A128301E94DFDEF182EEDC
K_post: 780C0C2578E27FE79523DFD66CC414DA21A81FBO50A370C9E4F2E4364DE3D644

Ko4:
Ko5:
Ko6:
Ko7 :
Koe8:
Ke9:
K10:
K11:
K12:
K13:

256-bit trang thai duwgc cap nhat qua cac vong:

vong 1

1.AddRoundKey: 102030405060708090A0BOCODOEOF0110331275143716F9183B1A7D1C3F1DD23
2.SubCells: P0080FOCOAO6070EO30DO40B0O5020910E148DD3C1F67BAB25AE5429446CEBDBO
3.MixWords: CAD8632769B0OD425B7CF228040572FDDFE4C43764014C861EB6CEB186F86CC57
4.AddRoundKey: (C72279DB9BFD4A830F886E6F4CB2275F4E0216FEQ486F61B4C58B70A0CDIC38D
5.SubCells: 533EA220AF96735A81FDEDBABCBODD26499177B4D134254ABCB32EC1A18A4643
6. XWord: 74DFB4CFCCO7BE2FA61CFB55DF2810536E70615BB2ASE83F9B52382EC21B8B36
vong 2

1.AddRoundKey: FC38CBEEBACAC6C9094C1383962EFD5049C7F6AC8D6E7DDA3549816BAEOC4135
2.SubCells: FO9656COE6FFODFB721BC925A4BAA960A6D53258043EDD9551A6DA9FS5D7A12A1A
3.MixWords: 33CD1BC938C59FDA49B2B53271A98441F67368F7AEODFAD8F5D197C9A69BC337
4.AddRoundKey: (€91222D8BA9714002A66F606E98698CEE011A320322374B8BC5946236613FB7E
5.SubCells: B7E33E4F6FF8B5014760257140347A350210ECO8DOBOFA97445EEEB0609252C3
6.XWord: 012E27C9F016D261F1AD3CF7DFDA1D55BADDF58E4FS5EODF7F293F736FF7C35A3
Vong 3

1.AddRoundKey: 83DE4C6FA6AE3ADE4CESAEEA84D8E1EF33FFFFB379637AB702D46DAF6AE86F27
2.SubCells: 5A12BCBAB8D7E412BCEB4969274FD37C298B8B7DA2A8982E91C684D23222BADD
3.MixWords: B5A2AB397E56D75302F5A7BBD2671C85498783415591F3A4E674EAFC793A7AAF
4.AddRoundKey: 9021C0BO63A3CA859C8DFA6ABDF369D825A607C0BO2A232BFFF59B3B1BE6A4DO
5.SubCells: ©35FOBO4ASECFOBFD6431D3230639B4FC2B8610B0447B0798B37AF3D4A5D3F05
6.XWord: 9FCCD3047E7914334ADOC532E6F67FC35E2BB90BD2D254F517A4773D9CC8DB89
vong 4

1.AddRoundKey: 30BD1A98D3EDO57578EB014713A91F1CE524876F6FFE96361919CAE29858E79C
2.SubCells: OF30AB7ADEC8B18C541411C59224FECDEB1C9CBABAB44BF23838FOA57AB38FD6
3.MixWords: CAO2F497EO8CCF92BBC8D31B364884A028AB3924613A634725D41642824221DD
4 .AddRoundKey: F6ED9D9D12098521C1F5164E699CE98F77A82ECOAD99EC73156034B5E744BA9C
5.SubCells: 25C81515E321BF5F8D3777499BD640CO701EAAOB6AE93A3BD4O6A3A68F5B6FD6
6.XWord: 292F7EE47E64152D81D01CB80693EAB27CFOC1FAF7AC9049D8E1C857121EC5A4
vong 5

1.AddRoundKey: 28BC1F6F71FD4488EEBO7BDC75AC19B19B81EFDASC95A8263E7FOC25AA4F463C
2.SubCells: E844FEBA67965BFDOEO4BE688C80O38ES5AFA97C55726E1E838645A1C2C9D2EES7
3.MixWords: A856D95AB77C159204A040A6DO9E482D2468B886034BCO1856721A7CB4424934
4.AddRoundKey: D74D2EC9A4B4C508CF18C77EAFEQ40B77FBE8845AD68A14D91C29FC1DO38ESOE
5.SubCells: 39A7AAB73F8228F1198953C3D2020C2E45FCFD906ADCFBA7B29A338DO565EB31
6.XWord: EEEFODDEBDBB1CB8CEC164AA503B386792B4CAF9E8ESCFEE65D204E4875CDF78
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Vong 6

1.AddRoundKey:

2.SubCells:
3.MixWords:

4 .AddRoundKey :

5.SubCells:
6.XWord:

Vong 7

1.AddRoundKey:

2.SubCells:
3.MixWords:

4 .AddRoundKey :

5.SubCells:
6.XWord:

Vong 8

1.AddRoundKey:

2.SubCells:
3.MixWords:

4 .AddRoundKey :

5.SubCells:
6.XWord:

AddRoundKey :

FOF16379BB9DDB900@9C5A2C046320D155D8EC7073DA626D392BFAG628B2BOE19
09CEA8A2DB1520032128560BEEDO41D4FF7853617EB883DE87580DCFE6793138
F407A9D34E0211DD207BFDOEB74CFOC5F1E1E1D2F7D028D966E40F487E0Q76686
EOC6C7D5BABO31C3B5BF915BA7D32B8AA850417D45293DC8F00828A4C608758F
02DF53F36F044846A658B2C742DE798E1EOA2ADO90OF67ECBO9F1E83FDFF18CCO
B1A370210DD98B85152491152003BA4DAD76090BF22BBDOSBASDCBEDBD2C4F03

©DB39B37EBBB5C524EB9E44D8D36A8F535968D39DABO9884745FASE95576D3F7
417DAFBB14DB7218491369A743F21E371A4B43CC55047A27FA2675404D16DEEA
F23119C44FE4A2D7435FFC2BOF34D344FBE3A2B3C00028FFDBB4CBADD96E9S788
A166A255C8824C8A9711493FCA9D5147E409C51C72BFC14FDE44B433D5B27FDB
FB60564DCB62BC8EF8106D9FF0153CC5692128CD2D588DD2125B8229F3B94520
836AC77B2EF4F437801AFCA91583747C112BBO9FBC8CEC56B6A51131F162FOD99

4711FDC63AA760DA773A518261E01B6391187E2E7D54CE78FE791E54EAA8121B
C51096DFE442065570E43C6276024AA8B289C3AADOEO3554B4A22FEOB61EE34A
8A32DEC2C642AF1C84B33F9094A8CODSCESA48D4A38C61B7530A30659342A1B6
A69016CFB21F107C09D9239BC411B8914982B42E962D49874D9EEFBB62CO4F6A
B8037719B9FEOOEF218ABOAF741097B26D6282AA4B2B6D9CA7507CDBCFOBD232
EBB84EDEF030281C723189683DDEBF413ED9BB6DO2E5456FFA4EB451C86C5FACL

93B442FB88D257FBE71256BE511AABO9B1F71A4DD524635A61019A12ACB262C85

Ban ma: 93B442FB88D257FBE71256BE511AAB9B1F71A4DD524635A61019A12ACB262C85
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