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Good afternoon. On behalf of the American business community in Vietnam, I thank Mr. Tuan and our other friends at VCCI for organizing this workshop. I also thank representatives from MPS and other agencies and organizations for participating and giving me the opportunity to comment on the Draft Law on Cybersecurity.
AmCham strongly supports the Government’s objective of promoting the development of the Internet and digital economy in Vietnam while ensuring data security and the protection of Vietnamese Internet users.

We also strongly support Vietnam's efforts to establish a legal framework on cybersecurity. 
Network systems today underpin many critical systems, and as such, need to be adequately protected against cyber threats. Similarly, the increasing dependence on information and communication systems raises the importance of ensuring public confidence and trust in the security of the underlying infrastructure. Users must know that their data will be properly managed and secured by the best available technologies. 
It is also important to acknowledge that the benefits of the digital economy can be offset by the cost of cyber-attacks and cybercrime, unless the online environment is adequately protected. A clear need exists for a national cybersecurity strategy that encourages defenses that are proactive, intelligence driven, and capable of protecting against a broad threat spectrum. 
Our member companies operate around the world and have experience with dozens of national approaches aimed at addressing cyber risk. This background has afforded our members a sophisticated understanding of what makes for an effective national cybersecurity approach.

Throughout the drafting process of the cyber law, AmCham and other industry organizations have been sending MPI constructive feedback on what we believe are unclear, or even potentially harmful, provisions in the drafts.
Without getting into too much detail, I will summarize some of our main concerns:

The scope of the Draft Law is too broad. We recommend that the Draft Law should be generally limited to maintaining the security of network and information systems.
The Draft Law would potentially impede Vietnam’s digital economy. The uncertainty and the potential liabilities imposed on companies may dampen innovation in the provision of internet services and, on a wider scale, the growth of the digital economy in Vietnam.
The Draft Law will increase the difficulty and cost of doing business in Vietnam. The requirements set out in the Draft Law, particularly those related to data storage, threaten to increase the costs of doing business in Vietnam, for both foreign and local enterprises. Small and medium enterprises (SMEs) in particular will be more negatively impacted as they have lesser resources to comply with data storage requirements and the potentially rigorous audit, and compliance requirements. 
The Draft Law may be inconsistent with WTO commitments. The application of vague appraisal procedures may constitute unnecessary technical barriers to trade or domestic regulations that are inconsistent with Vietnam's WTO commitments. We urge the Government to revisit the provisions in the Law to make sure they align more closely with international practices. 
Criminal liability should be reserved for actors with malicious intent. We welcome the removal of provisions that explicitly impose criminal liability for non-compliance with the Draft Law. However, we note that the Draft Law still refers to the possibility of criminal prosecution. It therefore remains unclear which provisions of the Draft Law attract criminal liability, and this adds to the uncertainty of the law’s implementation. Securing the online environment today is a complex process that does not come with 100% guarantees. Criminal prosecution should therefore be reserved for those seeking to destabilize the environment and not those who are the victims of such malicious activity. We urge the government to omit the provisions related to criminal prosecution or to limit their application to actors with clearly malicious intent. 
Effective cybersecurity practices are iterative in nature and focused on risk. The Draft Law places a large emphasis on ex-ante measures to ensure that systems are secure. This requires industry to divert a large proportion of their resources towards averting a single, static vulnerability, and away from myriad evolving threats that are the source of most cyber-attacks. Instead, cybersecurity efforts should be premised on a risk-management based approach. This includes an outcome-focused methodology and the assessment of risk by identifying threats, vulnerabilities, and consequences, then managing these risks through mitigation measures, controls, costs, and similar measures. 

Cybersecurity is best when embedded in global and industry-driven standards. Standards and best practices are optimally led by the private sector and adopted on a voluntary basis, and most effective when developed and recognized globally. Rather than building out a set of risk management practices from scratch, utilizing tried and tested methods developed by industry and adopted internationally provides governments with a valuable starting point, helping to quickly raise the level of ecosystem cybersecurity, gaining compliance efficiencies, and creating opportunities for shared learning and exchange. International policymakers should align ex-ante measures with industry-backed approaches to risk management, such as the ISO/IEC 27000 family of information security management systems standards or the National Institute of Standards and Technology (NIST) Framework for Improving Critical Infrastructure Cybersecurity. 

Data Localization requirements will only hurt Vietnam and Vietnamese consumers. The Draft Law requires personal information and critical data to be stored within Vietnam. Data localization will limit Vietnamese consumers’, enterprises’, and government agencies’ access to services and technology rely on international transfers of data (e.g. cloud based services, fraud tools). 

The private sector should not be required to proactively monitor or manage internet activity. 
While industry is willing to work with the government to respond to clear attempts to use the Internet to facilitate or conduct malicious activity, it is neither feasible nor desirable for industry to monitor and manage all internet activity. 
We all know how important it is to ensure the security of Vietnam’s critical systems so I say again that American companies strongly support Vietnam's efforts to establish a legal framework on cybersecurity. 
I am thankful to the Ministry of Public Security for addressing cybersecurity issues, and for undertaking a transparent and inclusive consultation process. AmCham will continue to play a helpful and constructive role, not just to complain but to also work to identify solutions and to be a strong advocate for a better business environment in Vietnam. Our member companies stand ready to meet and discuss any of these issues in detail. We have recently received draft 15 of the Draft Law and we hope to continue to offer recommendations to the government on policy approaches that will help advance the underlying objectives of this Law. 
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